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ERP PAIN IN THE INSTITUTIONAL-
IZATION AND DIGITAL TRANSFOR-
MATION JOURNEY OF COMPANIES

Enterprise Resource Planning Systems (ERP)
enables companies that want to be institu-
tionalized to manage all their resources in an
integrated way through a single database.

The business world is changing faster than ever with
digitalization. Businesses at certain maturity levels
which want to survive by adapting to this change and
aim a sustainable growth are trying to reach the infor-
mation they need accurately, quickly and easily. This is
how the businesses which are aware of the situation
begin their search in the journey of institutionalization.

In growing structures, it is aimed to position the busi-
ness processes, which have become complex and intri-
cate, correctly and without depending on one person,
and to determine the responsibilities and execute them
effectively and efficiently. In this context, we can list
the elements which are necessary in the institutional-
ization process as follows:

SIRKETLERIN KURUMSALLASMA
VE DiJiTAL DONUSUM YOLCULUGUN-
DAKI ERP SANCISI

Kurumsal Kaynak Planlamasi (ERP), kurum-
sallasmak isteyen isletmelere tiim kaynakla-
rini biitiinlesik bir bicimde tek bir veri tabani
iizerinden yonetme imkani saghyor.

Dijitallesmeile birlikte is diinyasi her zamankinden daha
hizli degisiyor. Bu degisime uyum saglayarak ayakta
kalmak isteyen ve siirdiirilebilir bliyiimeyi hedefleyen
belirli olgunluk seviyesindeki isletmeler, ihtiyac duyduk-
lar bilgiye dogru, hizl ve kolay ulasmanin pesinde. Bu
farkindahga sahip olan isletmeler icin kurumsallasma
yolculugundaki arayis bdylelikle baslamis oluyor.

Biyiimekte olan yapilarda kurumsallasmayla, karisik
ve kompleks hale gelen is sireclerinin, bir kisiye bagl
olmaksizin dogru konumlandinimasi ve sorumluluklarin
belirlenerek etkin ve verimli sekilde yiiritilmesi hedef-
lenmektedir. Bu cercevede, kurumsallagsma sirecinin
vazgecilmez unsurlarini asagidaki gibi siralayabiliriz:

* Having policies and procedures,

« Defining the mission and vision,

« Determining job and job definitions,

« Defining business processes,

« Designing workflows,

* Determining the process owners,

« Establishing controls and decision mechanisms,

« Establishing systems that will adapt to changing con-
ditions, and then to improve or redesign the structure,
resources and business manner according to these
changing conditions,

 Combining aforementioned steps as a common cul-
ture and adopting them.

At this point, we have ERP solution applications. While
ERP applications provide the necessary infrastructure
to optimize and automate business processes, these
processes can be carried out in a more disciplined and
regular way with ERP systems. All processes (finance,
accounting, production, sales etc.) are integrated on a
common database and the data generated on the pro-
cess basis is collected in a single system. Thus, access-
ing to consistent and accurate information becomes
easier.

Definition of ERP and Development Process

There are many definitions in the literature about ERP.
Inthe simplest terms, ERP is a system that provides the
most effective and efficient planning and control of all
resources of the enterprise such as materials, labor and
capital (Tanyas, 1997, p.15).

As the image below shows, the process that started
with Material Requirement Planning (MRP) has evolved
according to the needs and has prepared the ground for
Postmodern ERP systems today.

MRP |l

1970s - 1980s 1980s - 1990s

Image 1: ERP Historical Development / Tarihsel Gelisimi

* Politika ve prosediirlerin olmasi,

 Misyon ve vizyonun tanimlanmasi,

« I ve gdrev tamimlaninin belirlenmis olmasi,

« is siireclerinin tanimlanmasi,

« s akislarinin olusturulmasi,

« Siire¢ sahiplerinin belirlenmesi,

* Kontrollerin ve karar mekanizmalarinin olusturulmasi,
* Degisen kosullara uyum saglayacak sistemler kurul-
masl, buna bagh olarak da organizasyon yapisi, kay-
naklar ve is yapis seklinin de bu degisen kosullara gére
gelistirilmesi ya da yeniden tasarlanmasi,

* Yukarida listelenen tiim adimlarin ortak bir kiilttre d&-
niismesi yani icsellestirilmesi.

Bu noktada, ERP ¢6ziim uygulamalarn devreye giriyor.
ERP uygulamalari, is siireclerinin optimize ve otomatize
edilmesi icin gerekli altyapiy saglarken, sirecler daha
disiplinli ve diizenli olarak yiritilebiliyor. ERP sistem-
lerinde, tiim siirecler (finans, muhasebe, iretim, satis
vb.) ortak bir veri tabani lizerinde entegre ediliyor ve
surec bazinda uretilen veri tek bir sistemde toplanmis
oluyor. Boylece, tutarli ve dogru bilgiye erisim imkani
kolayhkla saglanabiliyor.

ERP Tanimi ve Geligim Siireci

ERP ile ilgili literatilirde bircok tanim yer aliyor. En yalin
haliyle tanimlamak gerekirse ERP, isletmenin malzeme,
isgiicli, sermaye gibi tim kaynaklarinin esgiidiimlii ola-
rak en etkin ve verimli bir sekilde planlanmasi ve kontrol
edilmesini saglayan bir sistemdir (Tanyas, 1997, s.15).

Asagidaki gorselden de anlasilacagi lizere, Malzeme
ihtiyac Planlamasi (MRP) ile baslayan siirec ihtiyaclar
dogrultusunda evrilerek giiniimiizde Postmodern ERP
sistemlerine zemin hazirlamistir.

ERP POSTMODERN ERP
1990s - 2010s 2010s - Present

Source: https://www.softwareadvice.com/resources/postmodern-erp-defined/




MRP | (Material Requirements Planning)

MRP | is an application that was implemented by using
computer support in planning and procuring the mate-
rials connected to the product tree. MRP Il has emerged
with the idea that optimization in stock control and
production process will help management function.

MRP Il (Production Resource Planning)

Although MRP Il is a step ahead of MRP | since it was
including other functions such as human resources and
machinery, due to focusing only on production, it led up
to the emergence of ERP.

ERP (Enterprise Resource Planning)

According to the American Production and Invento-
ry Control Society (APICS), ERP is usually organized
around modules that support functional areas such
as finance, marketing, human resources, operations,
purchasing and logistics (Image 2: ERP Components).
By using a common database among these modules
and through a real-time data sharing it is ensured that
transactions are processed efficiently, and all resources
of the business are planned and controlled. This defi-
nition shows us that ERP is not only a software prod-
uct, but it also focuses on business processes. In other
words, ERP applications allow companies that want to
gain competitive advantage to review and improve their
business processes. Designing the to-be processes (fu-
ture situation) by analysing the as-is processes (current
situation) in line with the company policies and best
practices prior to the ERP installation is critical in the
successful implementation of the project.
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MRP I (Malzeme ihtiyac Planlamasi)

MRP [, Griin agacina bagli malzemelerin planlamasi ve
tedarik edilmesinde bilgisayar destegi kullanilarak ha-
yata gecirilmis bir uygulamadir. Stok kontroli ve Gretim
siirecindeki optimizasyonun yonetim fonksiyonuna yar-
dimci olacagi diisiincesi ile MRP Il ortaya ¢ikmistir.

MRP II (Uretim Kaynak Planlamasi)

MRP IlI'de insan kaynaklari ve makine gibi diger fonk-
siyonlar da sisteme dahil edilerek MRP I'den bir adim
oteye gidilmis olmasina ragmen sadece retime odakla-
nilmasi, ERP’nin ortaya ¢cikmasina zemin hazirlamistir.

ERP (Kurumsal Kaynak Planlamasi)

Amerikan Uretim ve Envanter Kontrol Dernegi (API-
CS)'ne gore, ERP, genellikle finans, pazarlama, insan
kaynaklar, operasyonlar, satin alma ve lojistik gibi
fonksiyonel alanlarn destekleyen modiiller etrafinda
diizenlenir (Sekil 2: ERP Bilesenleri). Bu modiiller ara-
sinda ortak bir veri tabani kullanilarak gercek zamanli
veri paylasimi ile islemlerin verimli sekilde islenmesi ve
isletmenin tim kaynaklarinin planlanmasi ve kontrol
edilmesi saglanmis olur. Bu tanim bize, ERP'nin sadece
bir yazilim Griini olmakla kalmayip, is sireclerine odak-
landigini da gdsteriyor. Baska bir deyisle, ERP uygula-
malari, rekabet avantaji saglamak isteyen isletmelere
is stireclerini g6zden gecirme ve gelistirme imkani sag-
hyor. Ozellikle ERP kurulumu &ncesi, mevcut siireclerin
sirket politikalan ve en iyi uygulamalar dogrultusunda
analiz edilerek hedeflenen yapinin tasarlanmasi, proje-
nin basarih bir sekilde hayata gecirilmesinde kritik 6ne-
me sahiptir.

Cpicrpemans] Chaios—0n Posmiset

*G.A. Langernwalter, Enterprise Resources Planning and Beyond: Integrating Your Entire Organization, (Boca Raton: St. Lucie Press, 2000), s. 263. C.A. Ptak ve E. Schragen-
heim, ERP: Tools, Techniques, and Applications for Integrating the Supply Chain, (Fl.: St. Lucie Press, 2000), s. 380. (Yénetim Bilimleri Dergisi (4: 2) 2006 Journal of Adminis-

trative Sciences)

Postmodern ERP

Postmodern ERP provides an interactive environment
in which data flow goes beyond the boundaries of busi-
ness with the developing technological opportunities in
the internet and social media. Offering an extroverted,
innovative and customer-oriented approach, postmod-
ern ERP can be mentioned as ERP lll, cloud ERP, and
virtual ERP in the literature.

Difficulties in ERP Implementation Process

ERP is in the focus of businesses that want to increase
their business performance and make accurate and quick
decisions by managing their processes more effectively
and efficiently. However, businesses that aim to manage
their business processes in an integrated structure with
ERP systems face many obstacles in this journey. In fact,
there are many experienced ERP service providers and
software programs, but many businesses are not able to
move forward or get anywhere they want on this journey.

According to studies, the failure rate of ERP projects
varies between 40% and 90%. This result shows us that
40 out of 100 projects are most likely to fail. So why is
this journey of transformation, which takes so much
money, effort and time fails and why do businesses
suffer so much?

It is difficult to say that this is due to a single reason,
undoubtedly it is based on many reasons. However, the
main problems can be listed as follows:

1. Managerial Issues

* The project is not owned by the senior management,
« System objectives and the information requirements
specific to the company have not been determined (Con-
sidering all the problems will be solved by purchasing
the most comprehensive software without conducting
a need analysis, or that an enterprise with a large num-
ber of transaction does not allocate sufficient funds to
the project only considering the cost factor),

» The company’s corporate processes are not defined
and documented,

* Failure to coordinate change management,

« Difficulty in determining the scope of the project, try-
ing to keep the scope wider than needed and not being
able to convey the expectations correctly,

* Directing the project according to personal requests
without focusing on its main objectives and lack of vi-
sionary staff in decision-making points,

* The project team and leader are not identified.

2. Problems related to ERP service provider:

* Being inexperienced in the sector and lack of knowl-
edge about business processes,

» Customer expectations are not understood, and the
conceptual design of the project is not prepared,

* Inadequate and ineffective communication with users,

Postmodern ERP

Postmodern ERP, internet ve sosyal medya alanindaki
gelisen teknolojik imkanlarla birlikte veri akisinin islet-
me sinirlarinin dtesine gectigi interaktif bir ortam sagli-
yor. Disa doniik, yenilik¢i ve miisteri odakli bir yaklasim
sunan Postmodern ERP literatiirde ERP Ill, bulut ERP,
sanal ERP olarak da kullanilabiliyor.

ERP Uygulama Siirecinin Hayata Gecirilmesinde Karsi-
lasilan Zorluklar

ERP, is performansini arttirmak, sireclerini daha etkin
ve verimli yéneterek dogru ve hizli kararlar almak iste-
yen isletmelerin odaginda. Ancak, ERP sistemleri ile is
sireclerini bitlnlesik bir yapida yonetmeyi hedefleyen
isletmelerin karsisina bu yolculukta cok sayida engel
ctkiyor. Bakildiginda ¢ok sayida deneyimli ERP hizmet
saglayicisi ve yazihm programlarn mevcut ama bircok
isletme bu yolculukta ya yolda kaliyor ya da istedikleri
yere varamiyorlar.

Arastirmalara gdére ERP projelerinin basarisizlik orani
%40 ile %90 arasinda degisiyor. Bu sonug bize, en iyi
olasilikla 100 projeden 40 tanesinin basarisizlikla so-
nuclandigini gosteriyor. Peki neden ¢ok fazla para, emek
ve zaman alan bu déniisiim yolculugu basarisizlikla so-
nuclaniyor, isletmeler neden bu kadar sanci ¢ekiyor?

Bunu tek bir nedene baglamak oldukga giic, kuskusuz
bircok sebebe dayaniyor. Ancak temel sorunlar asagida-
ki gibi siralanabilir:

1. Yonetsel Sorunlar

* Projenin st yonetim tarafindan sahiplenilmemesi,

« isletmeye 6zgii bilgi gereksinimleriyle sistem amacla-
rinin belirlenmemis olmasi (Gereksinim analizi yapiima-
dan, en kapsamli yazilim satin alinarak isletmenin tim
sorunlarinin giderilecegi diislincesi ya da cok sayida is-
lem hacmine sahip olan bir isletmenin sadece maliyet
faktorini dikkate alarak projeye yeterli fonu ayirma-
masi),

* Sirketin kurumsal siireclerinin tanimlanmamis ve do-
kiimantasyonunun yapilmamis olmasi,

* Degisim yonetiminin koordine edilememesi,

* Proje kapsaminin belirlenmesinde giicliik ¢ekilmesi,
kapsamin ihtiyac duyulandan genis tutulmaya calisil-
masi ve beklentilerin dogru aktarilamamasi,

* Projenin ana amaclarina odaklanmadan kisisel istek-
lere gére ydnlendirilmesi ve karar verici noktalarda viz-
yoner personel bulunmamasi,

* Proje ekibinin ve liderinin belirlenmemis olmasi.

2. ERP hizmet saglayicisindan kaynakli sorunlar

* Sektor tecriibesizliginin ve is siireclerine iliskin bilgi
eksikliginin olmasi,

» Musteri beklentilerinin anlasilamamasi ve projenin
kavramsal tasariminin hazirlanmamis olmasi,

« Kullanicilarla yeterli ve etkin iletisim kurulamamasin-
dan kaynaklanan problemler,




* Prioritization and impact analysis haven't been per-
formed after preparing the project plan,

» Adequate and experienced personnel resources are
not allocated,

* User tests and trainings are not performed sufficiently,
* The project risks are not shared with the customer, the
project scope and plan are not revised according to the
changing conditions.

3. Project team and employee-related problems

* Considering the ERP project as a second job, not caring
enough and not owning it,

* The staff’s not being able to spare enough time for the
project because of their current workload,

* The staff does not have enough information about the
training and business processes,

* Some employees are reluctant, narrow minded and
they resist to change for fear of losing their job,

* ERP project is considered as an IT project.

Conclusion and Suggestions

ERP provides the necessary order and discipline for a
successful journey of institutionalization. The most
basic condition for a healthy implementation of these
applications is that the structure is ready for it. A ready
structure points out a company of which processes are
defined, responsibilities are assigned, the internal con-
trol mechanism is designed, and which works.

Although it is not directly included among the problems
listed above, it can be found between the lines that one
of the biggest problems is that process consultants,
one of the stakeholders of the ERP project, are not in-
cluded in the project. Because process consultants act
as a bridge between the customer and the service pro-
vider in the ERP implementation and play an active role
in minimizing some of the above-mentioned risks.

It is worth noting that the winners of crisis and compe-
tition environments will be the companies that have a

flexible structure and create value.

By Hiilya Giinesli

* Proje planinin hazirlanarak onceliklendirme ve etki
analizi yapilmamasi,

* Projeye yeterli ve deneyimli personel kaynaginin ayril-
mamasi,

 Kullanici testleri ve egitimlerine gereken énemin ve-
rilmemesi,

* Risklerin miisteriyle paylasilmamasi, degisen kosulla-
ra gdre proje kapsaminin ve planinin revize edilmemesi.

3. Proje ekibi ve calisan kaynakli sorunlar

* ERP projesinin ikinci is olarak gériilmesi, gereken éze-
nin gésterilmemesi ve sahiplenilmemesi,

* Personelin mevcut yogunluklan sebebiyle projeye ye-
terli zaman ayiramamasi,

* Personelin egitim ve is siireclerine iliskin yeterli bilgiye
sahip olmamasi,

« isteksiz, degisime kapali ve isini kaybetme korkusuyla
direng gdsteren calisanlar olmasi,

* ERP projesinin IT projesi olarak diisiiniilmesi.

Sonuc ve Coziim Onerileri

Basarih bir kurumsallasma yolculugu icin ERP uygula-
malari gerekli diizen ve disiplini saghyor. Bu uygulama-
larin saglhkl implementasyonu ve gecisi icin en temel
kosul ise yapinin buna hazir olmasi. Yapinin hazir olma-
sindan kasit, siirecleri tanimli, sorumluluklar atanmis, i¢
kontrol mekanizmasi tasarlanmis ve calisan bir isletme.

Ayrica, yukarda siralanan sorunlar arasinda dogrudan
yer almasa da bazi maddelerden anlasilacagi uzere,
en biyiik sorunlardan birisi de ERP projesinin paydas-
larindan olan siire¢ danismanlarinin projeye dahil edil-
memesidir. Ciinkd siireg danismanlan misteriyle ERP
implementasyonundaki hizmet saglayici firma arasinda
kdpri gorevi gérerek yukarida sayilan risklerin bazilari-
nin en aza indirilmesinde etkin rol oynarlar.

Unutulmamasi gerekir ki, kriz ve rekabet ortamlarinin
galibi esnek bir yapiya sahip olan ve deger lireten islet-
meler olacaktir.

THE CRAZIEST PROJECT OF
TURKEY - GETTING CLOSER
TO SOMALIA!

A study overshadowed by the shock of the
COVID-19 pandemic: 2019 Corruption Percep-
tion Index

Turkey's score and the place in the world ranking stated
in the 2019 Corruption Perception Index announced by
Transparency International on January 23, 2020, con-
firms that shameful practices like “corruption, bribery,
conflict of interest, economic extorsion, illegal gratui-
ties, nepotism (favouritism)” are experienced intensely
all over the country.

Corruption spread in Turkey, just as insidiously as a can-
cerous cell. Turkey, which ranked 58 of 180 countries in
2008, dropped 33 places and ranked 91 in 2019. We are
talking about an index where New Zealand is the 1st,
and Somalia is 180th. Turkey, in 180 countries, is one of
the three of which perceptions of corruption deteriorat-
ed most.

Corruption is poisoning democracy, making it dysfunc-
tional. Let us accept it or not, the score and the ranking
of Turkey reveals, without hiding anything, the “dark
state” of the rule of law, press freedom, justice, and
non-governmental organizations.

In a society that plays three monkeys and cannot say
the king is naked, how much dropping at the ranking
will we react? Will we wait until being 110th, 140th,
160th, or 180th like Somalia?

“Fighting against corruption”, which is not assumed
as important as one-thousandth of the “fight against
smoking” or the “fight against alcohol”, has never been
so unattended in these lands. Turkey cannot defend
itself against the biggest enemy. While it is said that
the homeland will be defended by cannon and rifle, our
assets are “ruthlessly and brutally abused and stolen
by entrusted forces for private interests”. While we feel
proud of being Turkish every day, we are not ashamed of
our position in the swamp of corruption.

Moral erosion goes on. The land is sliding, and Tur-
key signs another crazy project. This time it is as not
spending even a penny out of the pocket (!), and not by
“build-operate-transfer”, but with the method of “con-
sign-use your power-make it yours”.

The sliding land quickly approaches us to Somalia with-
out hitting a pickaxe, maybe not on the map, but in rot-
tenness.

Who will stop the rot?

By Fikret Sebilcioglu

TURKIYE'NIN EN CILGIN
PROJESI - SOMALI’YE BIRAZ
DAHA YAKLASMAK!

COVID-19 pandemisinin soku ile gdlgede
kalan bir calisma: 2019 Yolsuzluk Algi
Endeksi

Uluslararasi Seffaflik Orgiitii’'niin 23 Ocak 2020 tari-
hinde acgikladig1 2019 Yolsuzluk Algi Endeksi'nde Tiir-
kiye'nin aldigini puan ve diinyadaki sirasi, “yolsuzluk,
riisvet, cikar catismasi, ekonomik zorlama, yasadisi ba-
gislar, nepotism (kayirma)” gibi utang verici eylemlerin
artik Tarkiye'de yogun olarak yasandigini teyit ediyor.

Tirkiye'de yolsuzluk, tipki kanserli bir hiicre gibi sinsi-
ce yayildi. 2008 yilinda 180 iilke icinde 58. sirada olan
Tirkiye, 33 sira gerileyerek, 2019'da 91. sirada yer aldu.
Yeni Zelanda’nin 1., Somali’nin 180. oldugu bir endeks-
ten bahsediyoruz. Tiirkiye son yillarda 180 iilke icinde
yolsuzluk algisi en fazla kétiilesen (g tlkeden biri.

Yolsuzluk demokrasiyi zehirliyor, onu islevsiz hale geti-
riyor. Biz kabul etsek de etmesek de Tiirkiye'nin aldigini
puan ve siralamadaki yeri, hukukun dstiinliginiin, ba-
sin 6zglrliglnin, adaletin ve sivil toplum &rgitlerinin
icinde bulundugu “karanlik durumu” tim ciplakhg ile
ortaya koyuyor.

Uc maymunu oynayan, kral ¢iplak diyemeyen bir top-
lumda, siralamada nereye kadar diisiince tepki vere-
cegiz? 110. 140. 160. ya da Somali gibi 180. olana kadar
bekleyecek miyiz?

Onemi, bir “sigara ile miicadele” veya “alkol ile miicade-
le”nin binde biri kadar dahi olamayan “yolsuzlukla mi-
cadele”, hi¢ bu kadar sahipsiz kalmamisti bu cografyada.
Tirkiye kendini en biyiik dismanina karsi savunamiyor.
Vatanin topla tiifekle savunulacagi sdylenirken, varlik-
lanmiz “emanet edilmis giicler tarafindan 6zel gikarlar
icin insafsizca ve vahsice kotiye kullanihyor, caliniyor”.
Her giin Tiirk olmakla éviinirken, yolsuzluk batagindaki
durumumuzdan hi¢ utanmiyoruz.

Ahlak erozyonu devam ediyor. Toprak kayiyor ve Tiirki-
ye bir ¢cilgin projeye daha imza atiyor. Cebinden bir ku-
rus bile gikmadan (!), bu sefer “yap-islet-devret” degil,
“emanet et-giic kullan-dzeline ¢ikar” yéntemiyle bu
yapihyor.

Kayan toprak, bir kazma bile vurmadan, belki haritada
degil ama ciriimislikte bizi hizla Somali'ye dogru yak-
lastiriyor !

Buna kim dur diyecek?

e 9 TRANSPARENCY
INTERNATIONAL
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SHARPEN YOUR KNIFE: POWER OF
DYNAMIC DATA-DRIVEN ANALYTICS
IN INTERNAL AUDIT

Introduction

In the last decade of the 20th century, a rapid increase
in data quantity, reduction in the data storage costs and
improvements in the data analysis tools and techniques
started to change the way organizations operate.

Effective management and successful adaptation to
this change could only be manageable by developing
the technical capacity of the existing IT structure. At
this point, transition to the synchronized data reporting
and using an automation tool of “Enterprise Resource
Planning (ERP) systems” become inevitable.

By becoming widespread usage of ERP systems in or-
ganizations; data management approaches such as
data collection, storage and usage started to be carried
out over complex and multidimensional data tables,
which also affected and caused radical changes in the
field of internal audit assurance activities. At this point,
it becomes clear that it is impossible to provide assur-
ance on complex control systems with large volumes
of transactions by traditional auditing lacing data-ori-
ented and analytical approaches. It turned out that the
detection of management weaknesses and fraud in a
timely manner by covering the entire transaction popu-
lation can only be achieved with data-oriented and au-
tomated approaches such as “continuous auditing” and
“continuous monitoring”.

Why Traditional Internal Audit Approach Become
Insufficient in Data Driven Dynamic Environment?

In traditional internal audit approach, collecting and
processing the data and reporting phases are conduct-
ed manually and subjected to high costs and significant
time delays. Furthermore, audits were based on a repre-
sentative sampling method which may not ensure suc-
cess to detect all relevant audit findings.

Even if we assume that all relevant findings are detect-
ed by a representative sampling, traditional internal au-
dit activities are performed periodically for a specific cy-
cle such as order to cash, purchase to pay and etc, which
may cause a time lag between “the leakage occurrence”
and “detection”. Considering the damage/loss may in-
crease depending on the prolonged detection time, ear-
ly detection plays a vital role.

Through data-driven approach, collecting and process-
ing the data and reporting phrases can be conducted on
time with significantly.

BICAGINIZI KESKINLESTIRIN: _
IC DENETIM FAALIVETLERINDE VERI
ODAKLI DINAMIK ANALIZIN GUCU

Giris

20. yiizyilin 6zellikle son on yilinda, veri miktarindaki hizli
artis, veri depolama maliyetlerinin azalmasi, kullanilan
veri analiz araglarinin ve tekniklerinin iyilestirilmesi, ku-
rumlarin isleyislerinde 6nemli degisikliklere neden oldu.

Bu degisiklikler karsisinda etkili bir ydnetim ve basanli
bir uyum siireci ancak mevcut BT yapisinin teknik kapa-
sitesinin gelistirilmesiyle miimkiin olabilirdi. Bu nokta-
da, senkronize veri raporlama ve otomasyon araci olan
“Kurumsal Kaynak Planlama (KKP) Sistemleri”"ne gecis
kacinilmaz bir zorunluluk haline geldi.

KKP sistemlerinin kurumlarda yayginlasarak; veri top-
lama, saklama ve kullanma gibi veri yonetimi yakla-
simlarinin karmasik ve cok boyutlu veri tablolar lze-
rinden yiritilmeye baslanmasi, ic denetimin gilivence
faaliyetlerinde de etkisini gdstererek kokli degisimlerin
yasanmasina sebep oldu. iste bu noktada, biiyiik ha-
cimli verileri barindiran karmasik kontrol sistemlerinin,
veri odakli ve analitik yaklasimlardan uzak geleneksel
denetim ydntemleriyle giivence altina alinabilmesinin
mimkidn olmadigl anlasildi. Yonetim zafiyetlerinin ve
suistimallerin zamaninda ve bitiin islem populasyo-
nunu kapsayacak sekilde uygulanabilmesinin ancak
“stirekli denetim” ve “siirekli izleme” gibi veri odakli ve
otomatize edilebilen yaklasimlar ile mimkiin olabilece-
gi benimsendi.

Veriye Dayali Dinamik Ortamlarda Geleneksel ic
Denetim Yaklasimi Neden Yetersiz Kalmaktadir?

Geleneksel i¢c denetim yaklasiminda veri toplama, is-
leme ve raporlama sireclerinin manuel olmasi, dene-
timde yiiksek maliyetlere ve zaman asimlarina sebep
olmaktadir. Ote yandan siirecler temsili bir 6rnekleme
metoduna gore denetlenebildiginden, denetim bulgula-
rinin tamaminin tespiti garanti edilememektedir.

Bir an icin temsili bir 6rnekleme metoduyla denetim
bulgularinin tamaminin tespit edilebilecegini diisiinsek
bile, geleneksel ic denetim faaliyetleri, belirli ddnemler-
de satis, satin alma vb. gibi belirli is siireclerine iliskin
yapilabilmektedir. Bu durum, kritik 8neme sahip bir de-
netim riskinin gerceklesmesiyle tespit edilmesi arasin-
daki siirenin uzamasina ve buna bagl olarak olasi hasar
veya kaybin artmasina sebep olmaktadir.

Veriye dayali dinamik denetim yaklasiminda, veri topla-
ma, isleme ve raporlama siirecleri etkin bir zaman yone-
timi ve iyilestirilmis maliyetlerle veri popiilasyonunun
tamami icin yapilabilmektedir.

Power of Dynamic Data-Driven Analytics in Internal Audit

The power of data driven dynamic analysis makes it
possible to conduct continuous auditing and monitor-
ing techniques in internal audit.

Once the audit queries are properly established based
on the relevant audit scenarios, manual controls are re-
placed with automated controls through “continuous
auditing” and “continuous monitoring”. Analytical tools
can automatically pull the data from internal and ex-
ternal sources to reveal the hidden patterns and data
correlations, allowing audit team to use its limited re-
sources focusing on exception reports and red flags
where human judgment is required. This approach can
be repeated continuously on a defined frequency to
identify control issues on a real time basis with mini-
mized costs.

In “continuous monitoring” method, management or
other users do not need to run a report to analyze the
insights. The requested information and analysis re-
sults are reported on a real time basis in the format of
dashboards, according to the designed dynamic audit
queries.

Steps to Consider for Data-Driven Internal Audit
Function

Resistance to change is a universal phenomenon. De-
spite the many potential benefits of data-driven ap-
proach, recent surveys indicate that approximately 75
percent of the companies have no formal analytic ap-

ic Denetimde Veri Odakl Dinamik Analizin Giicii

Veriye dayali dinamik analiz teknikleri, i¢ denetim faali-
yetlerinde siirekli denetim ve izleme tekniklerinin yiiri-
tilebilmesine olanak saglamaktadir.

Denetim senaryolarina uygun olarak dinamik veri seti-
ne uygulanmak tzere olusturulacak denetim sorgulari,
“siirekli denetim” ve “siirekliizleme” ile manuel yiriti-
len denetim faaliyetlerinin otomatik hale getirilmesine
olanak saglar. Analitik araclar, icgoriileri ve korelasyon-
larn ortaya cikarmak amaciyla verileri otomatik olarak
dahili ve harici kaynaklardan alabilir ve sinirh kaynakla-
ra sahip denetim ekibine, insan kararinin gerekli oldugu
istisna raporlarina / kirmizi bayraklara odaklanmasina
imkan saglar. Bu yaklasim, minimum maliyetlerle ger-
cek zamanh olarak kontrol eksikliklerini tespit etmek
icin belirli bir siklikta stirekli olarak tekrarlanabilir.

“Sirekli izleme” yonteminde, ydnetimin veya diger ra-
por kullanicilarinin sorgu sonuclarini gérmek icin bir ra-
por talebinde bulunmasina gerek yoktur. istenen bilgi
ve analiz sonuclar, tasarlanan dinamik denetim sorgu-
larina gore, gésterge panelleri (dashboards) formatinda
gercek zamanli olarak raporlanmaktadir.

Veriye Dayali i¢ Denetim igin Dikkate Alinmasi Gere-
ken Adimlar

Degisime karsi direng evrensel bir olgudur. Veriye daya-
Ii yaklasimin bircok potansiyel faydasina ragmen, son
yillarda yapilan arastirmalar sirketlerin yaklasik yiizde
75’inin heniiz veriye dayali sistematik bir analitik yak-
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proach yet, and only 5 percent of the companies contin-
uously use control monitoring tools and improve their
analytical processes and procedures in accordance with
these tools.

The top barrier to implementation of big data analyt-
ics is inadequate staffing or skills for big data analytics
(Source: The Data Warehousing Institute (TDWI)). It is
obvious that the idea is not to try to change the world
overnight. The process will be intensive and ongoing.
Internal auditors first need to become proficient in us-
ing analytics software and performing analysis and only
after that they can apply data-analytics methods to de-
liver their internal audit projects.

Applying data-analytics to deliver internal audit pro-
jects starts with properly defined objectives which are
aligned with the company strategy and governance.
Change management, validation, access, data security,
tool selection, initial and ongoing costs, data considera-
tions (availability, accessibility, quality, format, storage,
etc.) are critical considerations of strategy and govern-
ance.

Integrating data analytics into internal audit requires
a comprehensive and sharp change in culture and the
internal audit approach, but in return, it maximizes its
ability to continuously monitor the key risks through an
improved speed, accuracy and effective cost manage-
ment.

The title of this article refers to a metaphor that comes
from the act of sharpening knives. You sharpen a knife
when it’s dull to make it perform better. Referring to
this metaphor, you can restructure your traditional in-
ternal audit function by implementing data analytics to
respond risks better.

Don’t you think that it is time to keep up with the
change for an effective assurance environment at your

company?

“Change is never painful, only the resistance to change
is painful” (Buddha).

By Burak Ozagazar

lasima sahip olmadigini gdstermektedir. Sirketlerin sa-
dece yiizde 5'inin kontrol izleme araclarini siirekli olarak
kullandigi ve bu dogrultuda analitik siire¢ ve prosediirle-
rini stirekli olarak gelistirdikleri belirlenmistir.

Biyiik veri analitiginin uygulanmasindaki en biiyiik en-
gel veri analitigi icin yetersiz personel veya kaynak ek-
sikligidir (Kaynak: Veri Ambar Enstitiisii). Hig siiphesiz,
degisim bir gecede olmayacaktir. Degisim sireci yogun
ve siirekli gelisim felsefesi ile devam ederek ilerlemeli-
dir. ic denetcilerin 8ncelikle analitik yazilimlar kullanma
ve analiz yapma konusunda yetkin olmalari gerekir ve
ancak bundan sonra ic denetim projelerini gerceklestir-
mek icin veri analitigi yontemlerini uygulayabilirler.

ic denetimde veri analitiginin uygulanabilmesi, dogru
tanimlanmis hedefler ve bu hedeflerle uyumlu sirket
stratejisi ve ydnetisimi ile baslar. Degisim ydnetimi,
onay, veri erisimi, veri glivenligi, ara¢ secimi, maliyet
ve bitce ile birlikte veri ile ilgili bitiin diger hususlarin
(kullanilabilirlik, erisilebilirlik, kalite, bicim, depolama,
vb.) strateji ve yonetisim kapsaminda degerlendirilmesi
gerekmektedir.

Veri analitiginin ic denetime entegre edilmesi, sirket kl-
tird ve i¢ denetim yaklasiminda kapsamli ve keskin bir
degisiklik gerektirir. Bu degisimi dogru yonetebilen sir-
ketler, siirekli izleme ile mevcut risklerini etkin ve pro-
aktif bir sekilde izleyebilecek, i¢ kontrol ve giivence ala-
nindaki yetkinliklerini en st seviyeye ¢ikarabileceklerdir.

Bu makalenin basligi, bicak bileme eyleminden gelen
bir metafora génderme yapiyor. Bir bicak kéreldiginde
daha iyi performans gdstermesi icin keskinlestirirsiniz.
Bu metafordan hareketle, geleneksel i¢ denetim fonk-
siyonunuzu yeniden yapilandirabilir ve veri analitigini
uygulayarak risklere daha iyi yanit verebilirsiniz.

Peki ya siz sirketinizde etkili bir glivence ortami icin de-
gisime ayak uydurma zamaninin geldigini diisiinmiyor
musunuz?

“Aci veren sey degisim degil, degisime karsi gdsterilen
direnctit” (Buddha).

COVID-19: PRECAUTIONS
TAKEN BY BOARDS AND THEIR
REFLECTIONS ON CORPORATE
GOVERNANCE

It must have been a difficult period for the company
board members and managers to manage a company in
the midst of an epidemic. Due to the restrictions that
governments have brought in the fight against the COV-
ID epidemic and serious problems in business process-
es, many difficulties arise in aspect of corporate govern-
ance in business world.

Below, | tried to summarize some of the problems and
risks that companies currently face in their daily busi-
ness routines, from the corporate governance perspec-
tive. The scope and effects of these problems and risks
may vary depending on the nature and size of the com-
pany but | believe, despite these factors, the measures
taken are very important in crisis management and sur-
vival.

Implement an effective communication plan that em-
phasizes transparency: It is very important to have a
communication plan emphasizing transparency and
presenting the calm and proficient approach of the
board and managers in the COVID-19 process. This plan
should also convey that board members and managers
are still working hard to make decisions and take actions
accurately, although the restrictions apply to them, too.
A correct and genuine communication plan will both
keep employees in the game and motivate them to con-
tribute to crisis management. The transparency of the
critical decisions taken in this period and the processes
in their implementation perhaps will be more impor-
tant than ever before. Because we will be going through
an intense period in which everything that companies
stated and implemented on transparency and account-
ability before the crisis, would be tested.

Ensure the continuity of the board of directors and
executive board: Considering the extraordinary con-
straints, including the health problems caused by the
COVID-19 outbreak, it will be critical to ensure the con-
tinuity of these boards so that the company’s board of
directors and the executive board can continue their ac-
tivities in the coming months and make good decisions
for the company. At this point, a revision in backup
plans of board members and managers who are in key
positions may be necessary.

Review delegation of authority: Review if an update
in delegations is required. Usually the tasks in various
fields such as mergers & acquisitions, budget variances,
financing transactions and employee compensation are
carried out with the authority given to management by
the board of directors. Considering the extraordinary
economic and commercial impacts associated with
COVID-19, companies should review these authority

COVID-19: YONETIM KURUL-
LARININ ALACAGI 6NLEMLER VE
KURUMSAL YONETiIM ACISINDAN
DUSUNDURDUKLERI

Bir salginin ortasinda sirket ydnetmek cogu yénetim ku-
rulu Gyeleri ve yoneticilericin daha dnce karsilasiimamis
zor bir dénem olsa gerek. COVID-19 salgini ile basa ¢ik-
mak icin gerek hikiimetlerin getirdigi bircok kisitlama
gerekse is sureclerinde yasanan énemli sorunlar g6zo-
niine alindiginda, is diinyasinda kurumsal yénetim aci-
sindan bircok zorluk bas gdsteriyor.

Sirketlerin su anda giinliik isleyislerinde karsilastiklari
bazi sorunlan ve riskleri kurumsal yénetim perspektifin-
den asagida 6zetlemeye calistim. Bu sorunlarin ve risk-
lerin kapsamlar ve etkileri elbette ki sirketin dogasina
ve biyikligiine gére degisebilir, ancak her iki unsurdan
da bagimsiz olarak bu konularla ilgili alinacak 6nlemle-
rin kriz yénetiminde ve hayatta kalabilmek adina cok
onemli oldugu kanaatindeyim.

Seffafliga vurgu yapan etkin bir iletisim plani uygu-
layin: COVID-19 siirecinde yénetim kurulunun ve yoé-
neticilerin sakin ve olaya hakim yaklasimini gdsteren,
seffafliga vurgu yapan, herkes icin gecerli bilinmezlerin
kendileri icin de gecerli oldugunu ancak en dogru karar-
larin ve aksiyonlarin alinmasi icin gérevlerinin basinda
olduklarinin ve birinci dnceligin saghk oldugunun altini
cizen bir iletisim plani cok énemli. Dogru ve samimi bir
iletisim plani hem calisanlari oyunda tutacaktir hem de
kriz yonetiminde katki saglamalar icin motive edecek-
tir. Bu donemde alinan kritik kararlarin ve bu kararlarin
uygulanmasindaki sireclerin seffafligi belki de hig ol-
madigi kadar 6nemli olacak. Ciinkii sirketlerin bu krize
kadar seffafliga ve hesap verebilirlige dair sdyledikleri
ve uyguladiklar her seyin test edildigi yogun bir donem-
den geciyor olacagiz.

Yonetim kurulu ve icra kurulunun siirekliligini sag-
layin: COVID-19 salgininin yarattig saglik sorunlarn da
dahil olaganisti kisitlamalar disinildiginde, sirke-
tin yonetim kurulunun ve icra kurulunun faaliyetlerine
onimduzdeki aylarda diizenli bir sekilde devam edebil-
mesi ve sirketin kararlarini uygun bir sekilde almasi icin
bu kurullann sirekliliginin saglanmasi 6nemli olacaktir.
Bu noktada kilit gérevdeki ydnetim kurulu tyelerinin ve
yoneticilerinin yedekleme planlarinin gézden gecirilme-
si gerekebilir.

Yetki devirlerini gozden gecirin: Yetki devirlerinde giin-
celleme gerekip gerekmedigi g6z 6niinde bulundurulma-
lidir. Sirketlerde genellikle devralma, biitceden sapmalar,
finansman islemleri ve ¢alisanlarin tazminati gibi cesitli
alanlarda isler yonetim kurulu tarafindan yénetime ve-
rilen yetki ile yirutilmektedir. COVID-19 ile ilgili ortaya
ctkan olaganisti ekonomik ve ticari etkiler dikkate alin-
diginda, sirketler bu yetki devirlerini gozden gecirmeli ve
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Coronavirus pandemic is a perfect storm
for fraud. It’s not a question of if we see
more fraud, it’s a question now of how
much we will see.

By Bruce Dorris, J.D, CFE, CPA

President and CEO of the Association of Certified Fraud Examiners

delegations and assess whether the scope of current
delegations is sufficient in this crisis environment. If it
is not sufficient, it may be necessary to reorganize the
authority of delegations to allow the management to
make flexible decisions as needed and the board of di-
rectors to fulfil the monitoring responsibility properly.

Evaluate the supervisory role of the board of direc-
tors and how directors can best fulfil their fiduciary
responsibilities:

* In this period of crisis, the board of directors should act
in a balanced manner causing the least burden on the
already intense management team, while fulfilling their
responsibility of supervision.

 The boards should devote more time to oversee the
new risks and issues posed by COVID-19. In this period,
new risks and issues are expected to occur predom-
inantly in the following areas: problems in the supply
chain and the financial planning need it creates, liquid-
ity problems especially due to customers’ late pay-
ments, emergency backup plans, cyber security meas-
ures, human resource issues, workplace safety, travel
restrictions and remote work policies.

* By reviewing the dividend policy, the board of directors
may choose to act cautiously and not to pay dividends
in such a deep crisis period. Considering that the most
critical factor in companies’ getting out of this crisis is
“cash flow management”, it is a smart and ethical ap-
proach for shareholders to support this policy.

* Instead of routine meetings that last all day long or
half a day, the board of directors and executive board
should have shorter and more dynamic meetings focus-
ing on critical risks, which would make the follow-up
and solution of problems easier. During this process,
key performance indicators and the risks of COVID-19
should be reported to the board of directors and the
executive board at short intervals. Even new and pri-
oritized key performance indicators for the COVID-19
period can be designed. It is possible to hold meetings
through video conferencing system and even in legally
valid electronic environment in companies which have
available infrastructure and article of association.

* In an extraordinary crisis period such as COVID-19, the
board of directors can prioritize stakeholders, within
the framework of their responsibility to perform fidu-
ciary duties since this approach may also be important
for the company’s survival. For example, a company’s
obligations to employees, suppliers and credit creditors
may take precedence over the company’s obligations to
shareholders, for legal and ethical reasons. While decid-
ing on this priority, the board of directors and the exec-
utive board should consider the stakeholders who had
the most contribution to the success of the company in
the past and give particular importance to the business
solvency and long-term health of the company.

mevcut durumdaki yetki devirlerinin kapsaminin kriz or-
taminda yeterli olup olmadigini degerlendirmelidir. Eger
yeterli degilse yonetimin ihtiyac duydugu 6l¢lide esnek
karar alabilmesi ve yonetim kurulunun gézetim sorum-
lulugunu uygun bir sekilde yerine getirebilmesi icin yetki
devirlerinin yeniden diizenlemesi gerekebilir.

Yonetim kurulunun gozetim roliinii ve direktdrlerin
“giivene dayali” gorevlerini en iyi sekilde nasil yerine
getirebilecegini degerlendirin:

* Bu kriz doneminde yonetim kurullari gézetim sorum-
lulugunu yerine getirirken, zaten olduk¢a yogun olan
yonetim ekibine en az yiki cikaracak sekilde dengeli
hareket etmesi beklenmelidir.

* Yonetim kurullarinin COVID-19'un ortaya cikardigi yeni
risk ve konularin gézetimine daha fazla zaman ayirmasi
beklenir. Bu dénemde yeni risk ve konularin agirlikli ola-
rak su alanlarda olusmasi bekleniyor: tedarik zincirinde
yasanan sorunlar ve yarattigi finansal planlama ihtiya-
c1, misterilerin gec 6demesi nedeniyle yasanan likidite
problemleri, acil durumlarda yedekleme planlar, siber
guvenlik 6nlemleri, istihdam sorunlari, is yeri glivenligi,
seyahat kisitlamalari ve uzaktan calisma politikalari.

* Yonetim kurulu kar dagitim politikalarini gézden ge-
cirerek bdylesine derin bir kriz déneminde ihtiyath dav-
ranarak kar dagitimi yapmayabilir. Bu krizden cikilma-
sinda en kritik unsurun “nakit akisi yénetimi” oldugu
dusiinaldigiinde, hissedarlann bu politikay! destekle-
mesi hem akillica hem de etik bir yaklasim olacaktir.

* Yonetim kurulu ve icra kurulunun bir giin veya yarim
giin siren rutin toplantilar yerine daha kisa ve 6nem-
li risklere odaklanan dinamik toplantilar yapmasi so-
runlarin takibini ve ¢ézimini kolaylastirir. Bu siirecte
yonetim kurulu ve icra kuruluna kisa araliklarla temel
performans gostergelerine ve COVID-19 risklerine ilis-
kin raporlama yapiimalidir. Hatta COVID-19 dénemine
iliskin yeni ve dnceliklendirilmis temel performans gos-
tergeleri de tasarlanabilir. Toplantilarin video konferans
sistemi ile yapilmasi, hatta alt yapisi misait olan ve
esas s0zlesmesi imkan taniyan sirketlerde hukuken ge-
cerliligi olan elektronik ortamda toplantilarin yapilmasi
mimkindir.

* Yonetim kurulu tyelerinin, COVID-19 déneminde, gii-
vene dayali gérev yapma sorumlulugu cercevesinde
paydaslar arasinda bir énceliklendirme yapmasi bekle-
nebilir. Zira bu yaklasim sirketin hayatta kalmasi icin
onemli de olabilir. Ornegin bir sirketin yasal ve ahlaki
nedenlerden dolayi calisanlarina, tedarikgilerine ve kredi
alacaklilarina olan yikiimldlikleri, sirketin hissedarlar-
na karsi olan yikimliliklerinden daha dncelikli olabilir.
Yonetim kurulu ve icra kurulu tyelerinin bu dnceliklen-
dirmeyi yaparken sirketin daha 6nceki basarisina en
fazla katkida olan menfaat sahiplerini dikkate almasi
ve sirketin 6deme kabiliyeti ile uzun dénemli saghgini
on planda tutmasi uygun olacaktir.
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* The board of directors should ensure that the man-
agement fully complies with the quarantine and trav-
el rules set by the government and the rules of remote
working. A whistleblowing mechanism can also be sup-
ported to keep track of the problems experienced in the
new working order and to improve the morale of the
employees. As an important change, “remote working”
will continue after the COVID-19 period. For this reason,
it can be rewarding to get the opinions and suggestions
of the employees on this subject already.

Evaluate the effects of COVID-19 on internal controls
and internal audit: Companies should consider the ef-
fects of the COVID-19 pandemic on internal controls and
the internal audit function. Updates related to COVID-19
may pose significant risks for companies, and evalua-
tions regarding these risks (especially in public compa-
nies) may need to be disclosed to shareholders. In this
process, companies should work in coordination with
the audit committee and independent auditors to en-
sure that their financial reporting and audit activities
are working in the healthiest way possible and compli-
ance with applicable laws and regulations.

It may be very painful to carry out internal controls dur-
ing a crisis. During this period, significant changes may
occur in internal controls for different reasons, and all
these developments can affect the internal control en-
vironment of the company dramatically.

New and critical control points should be determined
as soon as possible in the crisis environment, and how
these controls are adequate, and preventative should
be constantly reviewed. Since such a crisis has not been
experienced before, internal control points should be
updated quickly in the light of daily experiences and
cases. Regarding the controls, | think that effective
and significant control points determined by operation
managers who are the first line of defence of companies
would be very useful in this period. Companies may also
lose people who have important roles in the application
of some controls, and as a result of these losses, may
not access crucial information. When these situations
are encountered, it is inevitable to proactively imple-
ment alternative controls.

Regarding internal audit, companies should review the
internal audit plan and assess whether it is appropriate
to change the priorities included the plan and whether
it is possible to manage remote audits without visiting
certain locations. As the COVID-19 continues its impact,
internal audit teams will present important suggestions
to management by providing important assessments
on emerging risks and business continuity.

Crisis periods are the periods that reveal the expertise
level of the internal control and internal audit teams in
processes besides their competencies in creating risk-
based controls, in the most undecorated way.

 Yonetim kurulu, yénetimin hiikiimet tarafindan ge-
tirilen karantina ve seyahat kurallar ile uzaktan calis-
ma kurallarina tam olarak uydugundan emin olmalidir.
Ayrica yeni calisma diizeninde yasanan sorunlar takip
edebilmek ve ¢alisanlarin moralini yiiksek tutmak ama-
ciyla ihbar hattinin kullamimi desteklenebilir. “Uzaktan
calisma” konusu COVID-19 sonrasi dénemde devam
edecek dnemli bir degisim olacaktir. Bu nedenle simdi-
den cahsanlann bu konudaki gériislerini ve dnerilerini
almak cok degerli olabilir.

COVID-19'un i¢ kontroller ve i¢ denetim iizerindeki et-
kilerini degerlendirin: Sirketler COVID-19 pandemisinin
ic kontroller ve ic denetim fonksiyonu lzerindeki etki-
lerini gbz 6ninde bulundurmalidir. COVID-19'a iliskin
gelismeler sirketler icin cok dnemli riskler dogurabilir ve
bu risklere iliskin (6zellikle halka acik sirketlerde) deger-
lendirmelerin hissedarlara aciklanmasi gerekebilir. Bu
strecte sirketler denetim komitesi ve bagimsiz denet-
cileri ile koordineli calisarak, finansal raporlamalarinin
ve denetim faaliyetlerinin icinde bulunulan kosullarda
olabilecek en saglikli sekilde calistigindan ve ilgili yasa
ve ydnetmelikler ile uyumlu oldugundan emin olmalidir.

ic kontrollerin kriz aninda viiriitiilmesi oldukca sanci-
Il bir siire¢ olabilir olabilir. Bu donemde farkli nedenler
ile ic kontrollerde dnemli degisikliler olabilir ve tim bu
gelismeler sirketin ic kontrol ortamini dnemli &lciide et-
kileyebilir.

Kriz ortaminda cok hizli yeni ve kritik kontrol noktala-
r belirlenmeli ve bu kontrollerin yeterliligi ve ne kadar
koruyucu oldugu devamli olarak gbzden gecirilmelidir.
Boyle bir siirecin daha dnce yasanmamis olmasi i¢ kont-
rol noktalarinin giinlilk yasanan tecriibeler ve vakalar
Isiginda cevik bir sekilde giincellenmesini gerektirir. Bu
doénemde kontroller agisindan sirketlerin birinci savun-
ma hatti olan operasyon yoneticileri nezdinde etkin ve
kritik kontrol noktalarinin belirlenmesinin cok faydal
olacagini disiiniiyorum. Ayrica, sirketler COVID-19 sal-
gini boyunca bazi kontrollerin uygulanmasinda kritik
oneme sahip kisileri kaybedebilir ve 6nemli bilgilere ula-
samayabilir. Bu durumlarla karsilasildiginda proaktif bir
sekilde alternatif kontrollerin gelistirilmesi kacinilmaz
olacaktir.

ic denetim ile ilgili olarak, sirketler ic denetim planini
yeniden gdzden gecirmeli ve plana yansitilan dncelikle-
ri degistirmenin uygun olup olmadigini ve belirli yerleri
ziyaret etmeden uzaktan denetim yapmanin mimkiin
olup olmadigini degerlendirmelidir. COVID-19 etkisini
surdiirdikee, ic denetim ekipleri ortaya cikan riskler ve
is strekliligine iliskin konularda yénetime énemli deger-
lendirme ve 6nerilerde bulunacaktir.

Kriz donemleri i¢ kontrol ve i¢c denetim birimlerinin si-
reclere ne kadar hakim oldugunu ve risk bazli kontrolleri
olusturmada sahip olduklari yetkinlikleri en ¢iplak hali
ile ortaya koyan dénemlerdir.

Bonus payments to managers should be reviewed:
Given the market and economic conditions, many
companies have postponed their short and long-term
incentive plans (premium and bonus payments). Al-
though the effects of the virus are beyond the control
of companies, managers who receive generous bonus-
es in a year where shareholders have serious losses will
generally not be viewed positively. On the other hand,
compensation committees can work on giving rewards
to managers who have shown extraordinary loyalty and
contributed to their companies to survive this difficult
period resulting from the COVID-19 pandemic.

Consider the period after COVID-19: Boards should also
consider the post-COVID-19 period while taking actions
or ensuring the actions taken because there will be im-
portant changes in the way of doing business and pro-
cesses. Preparing a guide in this framework can make
the lives of employees easier in the period after COV-
ID-19.

Finally, | would like to emphasize one more issue that
| think is very important. | believe that board of direc-
tors will change their previous habits and ways of doing
business after the COVID-19 period and how the board
of directors will fulfil their “strategy and monitoring re-
sponsibilities” in this new period seems to be a ques-
tion that needs contemplation to answer.

By Fikret Sebilcioglu

Yoneticilere yapilacak ikramiye 6demeleri gozden ge-
cirilmeli: Piyasa ve ekonomik kosullar g6z éniine alindi-
ginda, bircok sirket kisa ve uzun vadeli tesvik planlarini
(prim ve ikramiye 6demeleri) rafa kaldirdi. Viriisiin et-
kileri sirketlerin kontroliiniin disinda olmasina ragmen,
hissedarlarin ciddi kayiplarinin oldugu bir yilda cémert
ikramiyeler alan yoneticilere genellikle olumlu bakilma-
yacaktir. Ayrica, tcret komiteleri, COVID-19 pandemi-
sinden kaynaklanan zor dénemlerde sirketlerine olaga-
nisti baglilik gdsteren ve sirketlerinin en az kayipla bu
donemden ¢ikmasina katki saglayan yéneticilere addil
verilmesi lizerinde calisabilir.

COVID-19 sonrasi donemi diisiiniin: Yonetim kurulla-
rinin yukandaki acil aksiyonlan alirken veya alinmasini
saglarken, bir taraftan da COVID-19 sonrasi dénemi de
distinmelerinde fayda var. Zira is yapis sekillerinde ve
sureclerde 6nemli degisiklikler olacaktir. Hazirlanacak
bir rehber COVID-19 sonrasi dénemde ¢alisanlarin haya-
tini kolaylastirabilir.

Son olarak ¢ok dnemli oldugunu disindiigiim bir ko-
nuya daha dikkat ¢cekmek istiyorum. COVID-19 sonrasi
dénemin, yonetim kurullarinin daha énceki aliskanlikla-
rini ve is yapis sekillerini degistirdigi bir donem olacagi
kanaatindeyim. Bu yeni donemde yonetim kurullarinin
“strateji ve gdzetim sorumluluklarini” nasil yerine geti-
recekleri, Gizerinde uzun uzun disuniilmesi gereken bir
soru olacak gibi.
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EVOLUTION OF ANALYTICS
INTO BUSINESS PERFORMANCE
ANALYTICS AND STRATEGY

The Key Performance Indicators (KPIs) driven manage-
ment has become the center of goal-achievement strat-
egies. All operational levels in the companies generate
and provide data using systems assisting them with
day-to-day operations.

Business intelligence systems use these accumulated
data kept in data warehouses (DW), to formulate and
present KPI information to the stakeholders. Integra-
tion of these systems into a unified source of perfor-
mance information and analysis capability is, however,
hard to achieve.

In order to emphasize the importance of this integra-
tion, we, first, need two definitions:

1. Business Analytics (BA) refers to the iterative, me-
thodical exploration of analytical data (deriving from
ERP, customer relationship management (CRM), big
data generated in social media, open access databases,
etc.) for operational and strategic purposes.

2. Business Performance Analytics (BPA) is the control
of business dynamics and performance through the
systematic use of data (including micro-level data) and
analytical methods.

Considering the two different definitions, it's evident
that BPA uses BA as a tool in control process of strate-
gic execution. KPIs should be an output of BA process,
and then should be an integral part of BPA tools.

Business Key Business
Analvti P Performance P Performance
nalytics Indicators Analytics

Linking the BA process to unified strategy of the compa-
ny and feeding the results into a unified BPA process as
input help achieve an integrated guide to management
of company strategy and decision-making success.

We can follow a stepwise approach to integrate our an-
alytical systems and strategy.
We need to:

1. Define strategic targets in order to prepare a ground
for all the control and evaluation activities,

2. Model and quantify the variables of which realization
constitutes a critical part for the achievement of any
strategic objective - definition of KPIs,

3. Search for data availability and evaluate the quality
of data for the measurement of KPlIs,

IS ANALITIGINiN iS PERFORMAN-
SI ANALITIGi VE STRATEJIYE
EVRIMI

Kritik Performans Gostergelerini (KPG) temel alan y6-
netim sekli, hedef odakh stratejilerin merkezi haline
gelmistir. Sirketler biitiin faaliyet diizeylerinde, giinliik
faaliyetlerin yiriittilmesinde kolaylik saglayan sistem-
ler aracihgiyla veri Uretir ve sunarlar.

Ticari istihbarat sistemleri, veri ambarlarinda (DW) tu-
tulan bu birikmis verileri, KPG'lerini formiile etmek ve
paydaslara sunmak icin kullanir. Bununla birlikte, bu
sistemlerin bir araya getirilerek, performans bilgisi ve
analiz giiciiniin bir arada bulunacagi bir kaynaga déniis-
tdrilmesi zordur.

Bu entegrasyonun énemini vurgulamak icin 6ncelikle iki
seyin tanimlanmasi gerekiyor.:

1. Is Analitigi (IA) ERP, miisteri iliskileri yénetimi (CRM),
sosyal medyada olusturulan biyik veriler, acik erisim
veritabanlar, vb. analitik verilerin operasyonel ve stra-
tejik amaclarla yinelemeli ve metodolojik bir sekilde in-
celenmesidir.

2. Kurumsal Performans Analitigi (KPA), mikro diizey-
deki verilerde dahil biitiin verilerin ve analitik yontemle-
rin sistemli bir sekilde kullanilarak is dinamiklerinin ve
performansinin denetimidir.

Bu iki farklh tamim gbz éniine alindiginda, KPA'nin iA'yi
stratejik islemlerin kontrol siirecinde bir arag olarak kul-
landigi aciktir. KPG'ler IA siirecinin bir ciktisi olmali ve
daha sonra KPA araclarinin biitiinlesik bir pargasi haline
gelmelidir.

i Kritik Kurumsal
A§ litisi D Performans P Performans
nalitig] Gostergeleri Analigi

IA siirecini sirketin birlesik stratejisine baglamak ve so-
nuclanni girdi olarak KPA siirecine aktarmak, sirket stra-
tejisinin yonetimi ve verilen kararlarin basarl olmasi
konularinda kapsamh bir kilavuz olusturulmasini saglar.

Analitik sistemlerimizi ve stratejimizi bir araya getir-
mek icin asamali bir yaklasim izleyerek, asagida belirti-
lenleri uygulamamiz gerekmektedir:

1. Tim kontrol ve degerlendirme faaliyetlerine zemin
hazirlamak icin stratejik hedeflerin tanimlanmasi,

2. Gergeklestirilmesi herhangi bir stratejik hedefe ulas-
mada kritik bir rol oynayan degiskenlerin modellenmesi
ve tanimlanmasi - KPG'lerin tanimi,

3. Veri kullanilabilirliginin arastirlmasi ve KPG'lerin 6l-
cumi icin verilerin kalitesinin degerlendirilmesi,

4. Replace KPIs with no adequate data with a close sub-
stitute serving the similar purpose of strategic control
and evaluation of targets,

5. Start parallel projects in order to improve data avail-
ability and/or data quality for the replaced KPIs after
cost/benefit analysis have been carried out,

6. Construct a chain of relationship diagrams for KPlIs,
describe and model their cause and effect interdepend-
ence,

7. Construct a continuous infrastructure for data to be
fed into a business intelligence tool to quantify KPIs,
8. Describe the current situation of the gap between the
target and actual KPlIs,

9. Diagnose the root causes of the deviation from tar-
gets,

10. Predict the ultimate result based on the current re-
alizations and assumptions of the parameters in the
time horizon,

11. Communicate the results to all stakeholders, en-
courage prescriptive feedbacks as to the actions and
measures to be taken,

12. Revise and, if necessary, reformulate strategy.

As a conclusion, a company should take a holistic ap-
proach for managing business performance and strat-
egy. The holistic approach enables the integration and
use of operations, data, business analytics, business
performance analytics, business intelligence systems,
performance management systems and strategy for-
mulation to achieve a single and complete view of the
enterprise.

By Burak Ozagazar

4. Yeterli veri saglanamayan KPG’'leri, benzer strate-
jik kontrol ve hedef degerlendirilmesi amacina hizmet
eden birikame ile degistirilmesi,

5. Maliyet/fayda analizinden sonra, degistirilen KPG'le-
rin veri kullanilabilirligini ve/veya veri kalitesini artir-
mak icin paralel projeler baslatiimasi,

6. KPG’ler icin bir iliski diyagrami olusturulmasi, ne-
den-sonug iliskisine gore karsilikli bagimliliklarinin ta-
nimlanmasi ve modellenmesi,

7. KPC’leri 6lgmek icin verileri bir ticari istihbarat aracina
isleyen ve siirekliligi olan bir altyapi olusturulmasi,

8. Hedef ve gercek KPG'ler arasindaki mevcut farkin ta-
nimlanmasi,

9. Hedeflerden sapmanin temel nedenlerinin tespit
edilmesi,

10. Parametrelerin mevcut durumuna ve gelecekteki
durumlarnna iliskin varsayimlara dayanarak nihai sonu-
cun tahmin edilmesi,

11. Sonuclarin tiim paydaslara iletilmesi; alinmasi gere-
ken dnlemler ve aksiyonlar hakkinda geri bildirimlerin
tesvik edilmesi,

12. Stratejinin gdzden gecirilmesi ve gerekirse yeniden
formiile edilmesi.

Sonug olarak, bir sirket is performansini ve stratejisini
yonetmek icin bitiinsel bir yaklasim benimsemelidir.
Butinsel yaklasim; faaliyetleri, verileri, is analitiklerini,
is performansi analizlerini, ticari istihbarat sistemlerini,
performans yonetim sistemlerini ve strateji formdilas-
yonunu bir araya getirerek isletmenin tam bir resmini
sunar.
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THOUGHTS ON CORONAVIRUS
AND BUSINESS ETHICS

The coronavirus (COVID-19), which continues to spread
rapidly in the world, deeply affects our business and so-
cial life and seems to affect them for a longer time.

We experience big shocks in supply, demand, and fi-
nancial markets at the same time, which is uncommon.
As Mr. Salim Kadibesegil said, it may be more appro-
priate to call it chaos instead of a crisis, because “crisis
is something manageable, chaos cannot be managed”
according to him. While companies are struggling with
these shocks that they have not experienced before
which emerge through different aspects, | am sure they
are also contemplating how the new business world will
take shape after this nightmare ends.

In these days, when we feel that the business world will
be shaken from the foundations in the post-coronavi-
rus period, | think that in the future, business ethics will
be an even more essential precondition in the business
world. | would like to share my views on the agenda from
the perspective of business ethics and compliance:

KORONAVIRUSUN iS ETIGi ILE
ILGILi DUSUNDURDUKLERI

Diinyada biyiik bir hizla yayilmaya devam eden korona-
virtis (COVID-19), is ve sosyal hayatimizi derinden etkili-
yor ve daha uzun bir siire etkileyecege benziyor.

Arz, talep ve finansal piyasalarda ayni anda (ki bu sik
gorilmeyen bir durum) buyiik soklar yasaniyor. Sayin
Salim Kadibesegil'in dedigi gibi buna kriz yerine kaos
demek daha uygun olabilir, zira Kadibesegil'e gére “kriz
yonetilebilir bir seydir kaos yénetilemez”. Su anda sir-
ketler daha dnce tecriibe etmedikleri ve farkli agilardan
tstlerine gelen soklarla miicadele ederken, eminim akil-
larinin bir késesinde de bu kabus bittikten sonra yeni is
diinyasinin nasil sekillenecegini diistiniiyorlar.

is diinyasinin koronaviriis sonrasi dénemde temellerin-
den sarsilacagini hissettigimiz bu giinlerde, gelecekte is
etiginin is yasaminin daha da 6nemli bir énkosulu ola-
cagini disiindyorum. Bu cok kisith dénemde giindeme
iliskin olusan gériislerimi is etigi ve uyum perspektifin-
den paylasmak istiyorum:

Increase in Fraud Risks and Challenges in Fighting
Against Fraud

Chaos cause confusion and panic. At these moments,
the companies may neglect the controls for many rea-
sons. Particularly, the risk appetite of the managers
may change due to concerns of not making a profit, or
the controls may be loosened or not implemented in-
tentionally. Fraudsters find more opportunities, and
rationalization becomes easier in these times of con-
fusion. At the same time, fraudsters may want to fa-
cilitate their business by resorting to improper means
(such as bribery and secret deals) with the concern of
maintaining the company'’s profitability. Briefly, the en-
vironment we are in will be a period when the risks of
ethics, compliance and fraud increase.

[ want to view the issue from the perspective of fighting
against fraud. World Health Organization’s announce-
ment of the COVID-19 outbreak as a pandemic will make
it very difficult for companies to fight against fraud.
During the epidemic, and during the post-epidemic pe-
riod in which the trauma will still exist, issues such as
travel restrictions and social distance will make life dif-
ficult for professionals fighting against fraud and delay
the investigation and risk assessment activities. Since
site visits and face-to-face interviews cannot be held for
a while, this may naturally cause that the cases of mis-
conduct not to be detected and existing fraud to contin-
ue and deepen for a while. Although the professionals
try to solve the problems to some extent through video
conferencing systems or document sharing platforms,
these methods may not be the most ideal way to solve
sensitive issues, or they may not be sufficient.

Supply Processes and Third Parties

Supply chains seem to take the biggest blow during this
chaos. It will be clearer after the waters are withdrawn
that how much the risks (such as reputation, financial,
operational) in the ecosystem of suppliers and their
subcontractors are known and managed. Companies
generally do not know who shareholders of their busi-
ness partners are, how their ethical and compliance
culture is, how they do business, and who their subcon-
tractors are. How many companies are monitoring the
actions and measures taken by their suppliers and their
subcontractors and taking precautions in this chaotic
environment that we are in? Can their actions create a
reputational, financial or operational risk for you in the
future?

| think that the companies will restructure their supply
chains operationally after leaving this chaotic environ-
ment and they will select their business partners more
carefully in this process, they will perform sufficient due
diligence during the selection and after the onboarding
they will carry out their monitoring activities more in-
tensely and carefully.

Suistimal Risklerinin Artmasi ve Suistimal ile Miica-
delede Ortaya Cikabilecek Zorluklar

Kaoslar karmasa ve panige neden olur. Bu anlarda
sirketlerde kontroller gevser. Bunun bircok nedeni
olabilir. Ozellikle kar edememe kaygisi, yéneticilerin
risk istahini degistirebilir, kontroller maksath olarak
zayiflatilabilir veya uygulanmayabilir. Bu karmasa
donemlerinde suistimalciler icin firsatlar artar, ras-
yonalizasyon kolaylasir. Ayni zamanda, suistimalciler
sirket karliliklarini koruyabilme kaygisi ile uygun olma-
yan yollara basvurarak (riisvet verme, gizli anlasmalar
yapma, ekonomik zorlama, yasa disi bagis gibi) islerini
kolaylastirmak isteyebilirler. Kisaca icinde bulundugu-
muz ortam etik, uyum ve suistimal risklerinin arttigi
bir dénem olacaktir.

Konuya bir de suistimal ile miicadele perspektifinden
bakmak istiyorum. Diinya Saglik Orgiitii'niin COVID-19
salginini pandemi olarak ilan etmesi, sirketlerin suis-
timaller ile miicadelesini oldukca zorlastiracak. Salgin
siresince ve salgin sonrasi travmanin devam edecegi
donemde seyahat kisitlamalan ve sosyal mesafe gibi
konular suistimal ile miicadele eden profesyonellerin
hayatini zorlastiracak, sorusturmalarin ve risk deger-
leme faaliyetlerinin ertelenmesine neden olacaktir. Bir
sire saha ziyaretleri ve yiiz yiize gériismeler yapilama-
yacak ve dogal olarak bu durum usulsiizliiklerin tespit
edilememesine, olan suistimallerin de bir siire daha
devam etmesine ve bilyiimesine neden olabilecektir.
Video konferans sistemleri veya dokiiman paylasim
platformlar ile sorunlar bir dereceye kadar ¢dziilmeye
calisilsa da, bu yéntemler hassas konularin ¢6ziimiinde
en ideal yol olmadigi gibi yeterli de olmayabilir.

Tedarik Siirecleri ve Ugiincii Taraflar

Bu kaosta en biyik darbeyi tedarik zincirleri alacak
gibi gorliniyor. Tedarikciler ve taseronlarindan olusan
ekosistemdeki risklerin ne kadar bilindigi ve yonetildigi
sular cekilince cok daha iyi anlasilacak. Ancak siirpriz-
ler ile karsilasiima ihtimali oldukga yiiksek. Ciinkd cogu
zaman tedarikc¢i se¢ciminde ve sonrasinda denetim ve
gozetim faaliyetleri yeterli degil. Sirketler genellikle is
ortaklarinin hissedarlarinin kim oldugunu, etik ve uyum
kiiltirlerinin nasil oldugunu, nasil is yaptiklarini, tase-
ronlarinin kim olduklanni bilmiyor. icinde bulundugu-
muz kaos ortaminda kag sirket tedarikgisinin ve onlarin
taseronlarinin aldig1 aksiyonlari izliyor ve 6nlem aliyor?
Aldiklan aksiyonlar gelecekte sizin igin itibar, finansal
veya operasyonel riskler yaratabilir mi?

Sirketlerin bu kaos ortamindan ciktiktan sonra tedarik
zincirlerini operasyonel olarak yeniden yapilandiracak-
larini ve bu siirecte de is ortaklarini daha dikkatli se-
ceceklerini, secim esnasinda yeterli incelemeyi yapa-
caklarini (due diligence) ve bu is ortaklaryla galismaya
basladiktan sonra da gézetim faaliyetlerini daha yogun
ve dikkatli yapacaklarini disiiniiyorum.
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Relations with Stakeholders

| think companies will have to review their relations
with all stakeholders (employees, suppliers, custom-
ers, society) in terms of business ethics and corporate
social responsibility as well as operational processes.
Because, it is clear that the expectations of the stake-
holders from the companies will be different from the
past, after this chaos.

Companies undergo a critical “trust” test of stakehold-
ers in terms of their attitude. A few questions that
come to mind: What decisions are companies making
regarding the rights of their employees? How do they
continue to create value for their customers? How do
they conduct their relations with their suppliers within
the framework of business ethics and integrity? How
do they support the society in which they live and earn
money? | think the answers to these questions are very
critical for companies and their managers who have
been undergoing the “trust” test. The answers can be
quite interesting if you ask all of these questions with
the “future tense”.

What is the Purpose of the Companies?

| think that the stances of the companies in this chaos
will determine their values in the eyes of the public in
the coming period while the evaluations and the choices
of the stakeholders will shape their future.

Business Roundtable made a statement on August
19, 2019, which will deeply affect corporate governance
principles and determine the purpose of the institu-
tions. Here, it was stated that the purpose of an in-
stitution is not only to provide a return of profit for its
shareholders but also to care about the needs and wel-
fare of employees, customers, suppliers, and society. In
this new era that we entered with the coronavirus reali-
ty, this explanation seems to be much more meaningful
and, that will find a response in the business world.

At this crossroad, companies should ask themselves
the question: Which path should they follow; the path
of a higher return to shareholders in the short term, or
the path of more investment in stakeholders in the me-
dium and long term, focusing on the employees?

That is the question!

By Fikret Sebilcioglu

Menfaat Sahipleri ile Olan iliskiler

Sirketlerin tim menfaat sahipleri (calisanlar, tedarik-
ciler, masteriler, toplum gibi) ile olan iligkilerini ope-
rasyonel sirecler yaninda is etigi ve kurumsal sosyal
sorumluluk agisindan tekrar gézden gecirmek zorunda
kalacaklarini disiiniiyorum. Ciinki yasanan bu kaosun
sonrasinda menfaat sahiplerinin sirketlerden beklenti-
lerinin eskisinden kesinlikle farkl olacagi acik.

Sirketler menfaat sahiplerine davranislan acisindan
onemli bir “gliven” testinden geciyor. Akla gelen bir-
kac soru: Sirketler calisanlarin haklarina iliskin hangi
kararlari aliyor? Misterilerine nasil deger yaratmaya
devam ediyorlar? Tedarikgileri ile olan iliskilerini is eti-
gi cercevesinde ve adil olarak nasil yiiriitiiyorlar? icinde
yasadiklarn ve para kazandiklarn toplumu nasil destek-
liyorlar? Sanirim bu sorularin cevaplan “gliven” testin-
den gecen sirketler ve yoneticileri icin oldukga kritik. Bu
sorularin tamamini “gelecek zaman kipi” ile sorarsaniz
cevaplar oldukca ilging olabilir.

Sirketlerin Amaci Nedir?

Sirketlerin bu kaos ortamindaki duruslarinin gelecekte
toplum gdéziindeki degerlerini belirleyecegini ve men-
faat sahiplerinin degerlendirmeleri ve bu dogrultuda
yapacaklan tercihler ile sirketlerin geleceklerinin sekil-
lenecegini diistindiyorum.

Business Roundtable 19 Agustos 2019 tarihinde ku-
rumsal yonetim ilkelerini derinden etkileyecek olan ve
kurumlarin amacini belirleyen aciklamasini yapti. Bu
aciklamada, bir kurumun amacinin sadece hissedarlar-
na kar saglamak olmadigi, ayrica calisanlarin, misteri-
lerin, tedarikgilerin ve toplumun ihtiyaclarinin ve refahi-
nin gézetilmesi gerektigi belirtildi. Koronaviriis gercegi
ile girdigimiz bu yeni dénemde, bu aciklama cok daha
anlamli olacak ve is diinyasinda karsilik bulacak gibi g6-
rindyor.

Sirketler zaten bir yol ayrimina yaklasiyordu. Ama ya-
sanan kaos bu siireci hi¢ siiphesiz hizlandiracak. Bu yol
aynminda sirketler kendine su soruyu sormali: kisa va-
dede hissedarlara daha yiiksek getiri mi yoksa orta ve
uzun vadede calisanlar odaginda menfaat sahiplerine
daha fazla yatinm mi?

iste biitiin mesele bu!

ACFE RELEASES REPORT ON
OCCUPATIONAL FRAUD

The global report of ACFE (Association of Certified
Fraud Examiners), which has an important role in the
fight against occupational fraud, is overshadowed by
the COVID-19 pandemic that erupted in March 2020 and
the shock it created, unfortunately. Now, it's time to
browse the pages of this important report.

The report, “2020 Reports to the Nations - Global Study
on Occupational Fraud and Abuse”, which is prepared
by ACFE and based on real case information provided
by certified fraud examiners, analysing the impact and
cost of employee fraud on organizations, was published
on April 16, 2020.

| am sharing the first outstanding findings of the study
below.The study is just like a treasure for professionals
such as fraud examiners, ethics & compliance profes-
sionals, internal auditors, lawyers/legal counsels, who
are fighting against fraud.

Overview

» The report was prepared by examining 2,504 fraud
cases in 125 countries that caused a loss of approxi-
mately USD 3.6 billion.

* Average cost of fraud per case is USD 1,509,000.

* According to the Certified Fraud Examiners (CFE), a
typical organisation loses 5% of revenues in a given year
as a result of fraud. When this ratio is compared to the
2019 world gross national product, the global fraud loss
is estimated to be USD 4.5 trillion.

* A typical case of fraud cannot be detected before 14
months, with an approximate monthly cost of USD
8,300.

ACFE CALISAN SUISTIMALLERINE
ILiISKIN RAPORUNU YAYINLADI

Mart 2020’de ortaya ¢ikan COVID-19 pandemisi ve ya-
rattigi sok dalgasi, calisan suistimalleri ile miicadelede
6nemli bir yer tutan ACFE (Association of Certified Fra-
ud Examiners)’nin kiresel raporunu ne yazik ki gélge-
de biraktl. Bu 6nemli raporun sayfalarini agma zamani
geldi.

ACFE tarafindan hazirlanan ve calisan suistimallerinin
kurumlar Gzerindeki etkilerini ve maliyetini Suistimal
inceleme Uzmanlan tarafindan saglanan gercek vaka
bilgileri lizerinden analiz eden rapor “2020 Uluslara Ra-
por - Kiiresel is Suistimali ve istismar Uzerine Calisma”
16 Nisan 2020 tarihinde yayinlandi.

Calismada ilk gbéze ¢arpan bulgulari bir bilgi notu olarak
sizlerle asagida paylasiyorum. Calisma suistimal incele-
me uzmanlari, etik & uyum profesyonelleri, i¢ denetci-
ler, avukatlar/hukuk misavirleri gibi suistimalle miica-
dele eden profesyoneller icin tam bir hazine niteliginde.

Genel

* Rapor 125 dlkede yaklasik 3,6 milyar ABD Dolar zarara
neden olan 2.504 suistimal vakasi incelenerek hazirlandi.
* Vaka basina suistimalin ortalama maliyeti 1.509.000
ABD Dolar.

« Suistimal inceleme Uzmanlarinin (CFE) tahminlerine
gore tipik bir kurum her yil gelirinin %5’ini suistimal ne-
deniyle kaybediyor. Bu oran 2019 diinya gayrisafi milli
hasilasina oranlandiginda kiresel suistimal zarar tah-
minen 4,5 trilyon ABD Dolari olarak hesaplaniyor.

e Tipik bir suistimal vakasi 14 aydan once tespit edile-
miyor ve yaklasik aylik yarattigi zarar 8.300 ABD Dolari.
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Types of Fraud

» Misappropriation of company assets detected in 86%
of cases is the most common type of fraud, and the
median loss amount it causes is approximately USD
100,000. Financial statement fraud seen in only 10% of
cases is the least common type of fraud, and the medi-
anloss amount it causes is approximately USD 954,000.
* Corruption is the most common type of fraud in every
region of the world.

* Top three sectors with the highest levels of corruption:
Energy (66%), telecommunications (56%), transport
and storage (52%).

» Departments with the highest levels of corruption:
purchasing (81%), executive/upper management (62%),
operations (44%).

Anti-Fraud Controls

* In organisations with fraud awareness training, the
rate of tips received through normal reporting mecha-
nisms is 56%, and in organisations with no training, this
rate is 37%.

* There has been an increase in the implementation of
anti-fraud controls in the last ten years. Over the last
ten years, it is observed that fraud hotlines have in-
creased by 13%, anti-fraud policies by 13%, fraud aware-
ness training given to employees by 11%, and training
given to directors/managers by 9%.

 Anti-fraud controls help to detect fraud faster and to
have less damage.

* The top three anti-fraud controls that most effectively
reduce the median amount of loss: Code of conduct, in-
ternal audit, and management certification of financial
statements. The top three most effective anti-fraud
controls that reduce the duration of fraud: Code of con-
duct, job rotation / mandatory leave, internal audit.

Detection of Fraud

* In the initial detection of cases, tips stand out as the
most effective anti-fraud control with 43%. Half of the
tips come from the employee. Internal audit ranks sec-
ond with 15%, and management reviews third with 12%.
* In 33% of cases detected by tips, the whistleblower
reported the fraud to other persons or departments in-
stead of the official reporting mechanism of the organ-
isation. The three most notified people/departments
are: The supervisor manager (28%), the fraud investiga-
tion team (14%), and the internal audit team (12%).

Internal Controls

« One in three fraud cases arises from issues related to
internal controls.

* Major internal control weaknesses that lead to fraud:
Lack of internal controls (32%), lack of management re-
view (18%), override of existing internal controls (18%),
poor tone at the top (10%).

Facts about Fraudsters

* In 72% of the fraud cases, men were on the stage.
The median loss for fraud perpetrated by men is USD
150,000, while it is USD 85,000 for women.

* While company owners and executive managers are

Suistimal Tiirleri

 Vakalarn %86’sinda tespit edilen sirket varliklarinin
kotiye kullanilmasi en sik karsilasilan suistimal tiri
ve neden oldugu medyan kayip tutarn yaklasik 100.000
ABD Dolari. Vakalarin %10’'unda gdriilen mali tablo hile-
leri ise en az karsilasilan suistimal tiirii ve neden oldugu
medyan kayip tutari yaklasik 954.000 ABD Dolari.

* Yolsuzluk diinyanin her bélgesinde en sik karsilasilan
suistimal tird.

* Yolsuzlugun en fazla gérildigi ilk tc sektér: enerji
(%66), telekomiinikasyon (%56), nakliye ve depolama
(%52).

* Yolsuzlugun en fazla géruldiigli departmanlar: satin
alma (%81), lst dizey yoénetim (%62), operasyonlar
(%44).

Suistimalle Miicadele Kontrolleri

* Suistimal farkindalik egitimi alan kurumlarda normal
ihbar mekanizmalari ile alinan ihbar orani %56, egitim
almayan kurumlarda ise bu oran %37.

* Son 10 yilda kurumlarda suistimalle miicadele kontrol-
lerinin uygulanmasinda artis var. Son 10 yilda ihbar hat-
larinin %13, suistimalle miicadele politikalarnin %?13,
cahsanlara verilen suistimal farkindalk egitimlerinin
%11 ve direktorler/yoneticilere verilen suistimal farkin-
dalik egitimlerinin %9 oraninda arttigi goriiliyor.

e Suistimalle miicadele kontrolleri suistimallerin daha
hizli tespit edilmesine ve daha az zararn olusmasina
yardimci oluyor.

¢ Olusan medyan kayip tutarini en etkin sekilde diisiiren
ilk ¢ suistimalle miicadele kontrolii: davranis kuralla-
rl, ic denetim ve mali tablolarin yénetim onayi. Suisti-
mallerin devam siiresini azaltan en etkin t¢ suistimalle
miicadele kontrolii: davranis kurallan, gérev rotasyonu/
zorunlu izin, ic denetim.

Suistimal Vakalarinin Tespiti

« Vakalarin ilk tespitinde ihbarlar %43 ile en etkin suis-
timalle miicadele kontrolii olarak 6ne cikiyor. Bu ihbar-
larnin yarisi kurum personelinden geliyor. Vakalarin tes-
pitinde i¢ denetim %?15 ile ikinci, ydnetim incelemeleri
ise %12 ile Gicincl sirada yer aliyor.

«ihbarile tespit edilen vakalarin %33’tnde, ihbarci suis-
timali kurumun resmi ihbar mekanizmasi yerine baska
kisi veya departmanlara bildirmis. Bildirimin yapildigi en
yaygin g kisi/departman: bagh olunan yonetici (%28),
suistimal inceleme ekibi (%714) ve ic denetim ekibi (%12).

ic Kontroller

« Uc suistimal vakasindan biri ic kontrollere iliskin hu-
suslardan kaynaklaniyor.

« Suistimallere neden olan baslica i¢ kontrol zayiflikla-
ri: ic kontrol eksiklikleri (%32), yénetim incelemelerinin
eksikligi (%18), mevcut i¢ kontrollerin uygulanmamasi
(%18), zayif Uist yonetim destegi (%10).

Suistimalcilere iligkin Bulgular

 Vakalarin %72'sinde suistimaller erkekler tarafindan
yapilmis. Erkekler tarafindan yapilan suistimallerin
medyan kayip tutari 150,000 ABD Dolari iken kadinlarda
bu kayip 85,000 ABD Dolari.

responsible for only 20% of the fraud cases, the high-
est loss with USD 600,000 occurred in these cases. The
median loss amount from fraud by executives is USD
150,000, and the median loss amount of employee
fraud is USD 60,000.

 The 3 most common behavioural red flags displayed
by fraudsters: Living beyond means (42%), financial
difficulties (26%) and unusually close association with
vendor/customers (19%).

 About half of the frauds were committed in collabo-
ration with more than one fraudster. The study shows
that as the number of fraudsters increases, the amount
of losses increases. The median loss for single-person
fraud is USD 90,000, while the loss increases to USD
105,000 when two people collaborate, and USD 350,000
when three people collaborate.

Punishment of Fraudsters

* 80% of the fraudsters were punished within the organ-
isation. While 45% of the fraudsters who are company
owners or executive managers have their employment
contracts are terminated, this rate is 66% for managers
and 76% for employees.

* While 13% of the company owners and executive man-
agers perpetrating a fraud did not receive any penalties,
this rate was 3% for managers and 2% for employees.

» 28% of the fraud cases resulted in civil litigation.
The three most common reasons why cases were not
resulted in civil litigation: Sufficient internal discipline
(46%), fear of bad publicity (32%) and private settle-
ment (27%).

Concealment of Fraud

The top four most common methods of concealing the
fraud: Creating fraudulent physical documents (40%),
altering physical documents (36%), altering electronic
documents or files (27%), creating fraudulent electronic
documents or files (26%). In 12% of cases, the fraudster
did not involve any attempts to conceal the fraud.

Other Findings

« According to the report, certain fraud risks are more
likely in small businesses than in large organizations.
For example, billing and payroll frauds are two times
higher and check tampering 4 times higher in small
businesses than larger companies.

« Considering all cases, more than half of the frauds are
committed in the following departments: Operations
(15%), accounting (14%), executive/upper management
(12%) and sales (11%).

By Fikret Sebilcioglu & Gizem Tastemel Dinckan

« Sirket sahipleri ve st diizey ydneticiler suistimallerin
sadece %20'sini yaparken, 600,000 ABD Dolari ile en
yiksek zarar bu vakalarda ortaya ¢ikmis. Yoéneticilerin
yaptigi suistimallerin medyan kayip tutar 150,000 ABD
Dolari, calisanlarin yaptigi suistimallerin medyan kayip
tutarn 60,000 ABD Dolari.

« Suistimalciler tarafindan sergilenen en yaygin 3 dav-
ranissal kirmizi bayraklar: gelirin Gzerinde yasam tarzi
(%42), finansal zorluklar (%26) ve tedarikci/miisteriler-
le asiri samimi iliskiler (%19).

 Vakalarin yaklasik yarisi birden fazla suistimalcinin
isbirligiyle gerceklestirilmis. Calisma suistimalcilerin
sayisi arttikca kayip tutarlannin arttigini gésteriyor.
Tek kisi ile yapilan suistimallerde medyan kayip tutar
90,000 ABD Dolar iken, iki kisi isbirligi yapinca kayip
105,000 ABD Dolarina, iig kisi isbirligi yapinca 350,000
ABD Dolarina yiikseliyor.

Suistimalcilerin Cezalandinilmasi

* Suistimalcilerin %80’ine kurum icinde ceza verilmis.
Suistimal yapan sirket sahipleri ve list diizey ydneticile-
rin %45'’inin is akdi fesih edilirken, bu oran yoneticilerde
%66, calisanlarda %?76.

* Suistimal yapan sirket sahiplerinin ve list diizey yone-
ticilerin %13’l hicbir ceza almamisken, bu oran yoneti-
cilerde %3, calisanlarda %?2.

* Suistimal vakalarinin %28'i savciliga intikal ettirilmis.
Vakalarin savcihiga intikal ettirilmemesinin en yaygin i
sebebi: i disiplinin yeterli gériilmesi (%46), itibar kaybi
korkusu (%32) ve 6zel uzlasma (%27).

Suistimallerin Gizlenmesi

Suistimallerin gizlenmesinde kullanilan en yaygin ilk
dort yontem: sahte fiziksel belgenin olusturulmasi
(%40), fiziksel belgelerin degistirilmesi (%36), elektro-
nik belgelerin ve dosyalarin degistirilmesi (%27), sahte
elektronik belgelerin ve dosyalarin olusturulmasi (%26).
Vakalarin %712'inde suistimalci hicbir gizleme girisimin-
de bulunmamis.

Diger Bulgular

* Bazi suistimal risklerinin kigik dlcekli sirketlerde or-
taya ¢ikmasinin biiyiik sirketlere gére daha muhtemel
oldugu gériiliyor. Ornegin; kiiciik sirketlerde bilyiik sir-
ketlere gore fatura ve bordro suistimalleri iki kat, ¢ek
tahrifatlarina iliskin suistimaller ise dort kat daha fazla.
 Tum vakalar dikkate alindiginda suistimallerin yarisin-
dan fazlasi su departmanlarda ortaya cikmis: operas-
yon (%15), muhasebe (%14), iist yonetim (%12) ve satis
(%11).

7 ACFE

Association of Certified Fraud Examiners
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BUSINESS PERFORMANCE
MANAGEMENTASATOOLTO
BECOME AN EFFECTIVE CFO

If we regard the contemporary finance function as a
consulting entity to the firm, CFOs should act like the
CEO of this consulting entity. Thus, it involves not only
performing the operations of the entity’s finance func-
tion including accounting but also managing sales,
marketing, human resources and technology of these
operations.

According to Sharman (Strategic Finance, April 2016),
CFOs specifically need to:

1. enhance organizational alignment by integrating
planning and reporting to create “one version of the
truth” that unifies all decision makers,

2. facilitate informed decision making to increase or-
ganization value, and

3. manage the impact of change and volatility to ensure
stability and business growth.

Creating a robust business performance management
(BPM) system is an essential part of performing all
consulting activities of CFOs. It is used as a marketing
platform to communicate the results of their work. BPM
uses the historical data produced by finance operations;
thus, it is a beneficial tool to present the knowledge of

‘A

ETKILi BiR CFO OLMAK ICiN
KURUMSAL PERFORMANS
YONETIMININ KULLANILMASI

Cagdas finans fonksiyonunu bulundugu kuruma danis-
manhk yapan ayr bir sirket olarak gérirsek, CFO’lar bu
damsmanhk sirketinin CEQ’su gibi davranmalidir. Bu
nedenle, CFO’lar sadece finans fonksiyonunun operas-
yonlarini gerceklestirmekle kalmaz, ayni zamanda bu
operasyonlarin satis, pazarlama, insan kaynaklar ve
teknolojisini de yonetirler.

Sharman’a gore (Strategic Finance, Nisan 2016), CFO’la-
rin yénetmesi gereken faaliyetler asagidaki gibidir:

1. Tim karar vericileri birlestiren “gercegin tek versiyo-
nunu” olusturmak icin planlama ve raporlamayi entegre
ederek 6rgiitsel uyumu arttirmak,

2. Organizasyon degerini artirmak icin bilingli karar ver-
meyi kolaylastirmak ve

3. Kurumsal biiyiime ve istikran saglamak icin degisi-
min sebep oldugu etkiyi ydnetmek.

Giicll bir kurumsal performans yénetimi (KPY) sistemi
olusturmak, CFQ’larin tim danismanhk faaliyetlerini
gerceklestirebilmesi icin son derece dnemlidir. Bu sis-
tem calismalarin sonuclarinin iletilmesini saglayan bir
pazarlama platformudur. KPY, finans operasyonlarin-
dan elde edilen verileri kullandigindan CFO’larin sirkete

CFOs about the company and it helps improve her/his
impression as an overviewing entity. The capacity and
ability of finance function to analyse data is through
technology and human capital, and CFOs are respon-
sible to raise the need to supply these inputs into the
operations in order to improve the quality of BPM.

Construction of an efficient BPM is the strongest oppor-
tunity for a CFO to be an influential leader, since she/
he will be the one who presents what has happened,
where the company stands relative to the plans, what
will be the result under the current assumptions, what
may happen with different set of assumptions etc.. The
answers to these questions help CFOs role enrich as an
integral to the development, execution, and monitoring
of the institution’s vision and strategy.

A well constructed BPM enables CFOs to increase and
reflect their current abilities as leaders. It is crucial for
companies to understand how each entity in the organ-
ization (i.e. products, customers, channels, employees)
contribute to the net profit. The key performance indi-
cators is an objective way to measure the effectiveness
of this contribution.

The determination of the indicator should be done un-
der the natural leadership of CFOs since they have the
superior knowledge of the determinants of net profit. A
well-established BPM helps the ability of CFOs amplify
as a leader.

For a timely reaction to anticipated and unanticipated
changes, modern techniques like forecasting, what-if
scenario analysis, machine-learning should be used,
and these activities should be a part of a robust stra-
tegic planning and reporting process supported by high
quality data and analytical tools which support leader-
ship’s ability to make strategic decisions.

As the profile of CFOs changes, the dependency on
technology and well-established BPM systems become
inevitable. BPM should widely use technology and data,
CFOs should be aware of those technologies and should
verify the quality of data to be used in BPM systems.
By doing so, they can have a powerful tool to show how
they are the keys to the success of the overall company.

By Seda Bayraktar

iliskin bilgisinin ortaya konmasinda yararli bir aractir ve
sirketin tamaminin surekli bir g6zlemde oldugu algisi-
ni yaymayi saglar. Finans fonksiyonunun verileri analiz
edebilmesi teknoloji ve insan sermayesi yoluyladir ve
CFO'lar KPY kalitesini artirmak icin bu girdileri operas-
yonlara saglama ihtiyacini arttirmaktan sorumludur.

Etkin bir KPY'nin insasi, bir CFO’'nun organizasyonda
etkili bir lider olmasi icin en giicli firsattir, clinkl boy-
lece CFO sirkette neler oldugunu, sirketin planlara gére
nerede durdugunu, mevcut varsayimlar veya farkh var-
sayimlarla sonucta ne olacagini etkin bir sekilde sunma
imkani bulacaktir. Bu sorularin cevaplar, CFO’larn ro-
liniin kurumun vizyonu ve stratejisinin gelistirilmesi,
yirutilmesi ve izlenmesinin bir parcasi olarak zengin-
lestirilmesine yardimci olur.

ivi yapilandirilmis bir KPY, CFO’larin lider olarak mevcut
yeteneklerini arttirarak yansitmasini saglar. Sirketlerin
kurulustaki her bir varhigin (irtinler, misteriler, kanallar,
calisanlar gibi) net kara nasil katkida bulundugunu an-
lamalan cok dnemlidir. Temel performans gdstergeleri
bu katkilan ve bunlarin etkinligini 6lcmenin objektif bir
yoludur.

Bu gdstergeler net karin belirleyicileri hakkinda géreceli
olarak daha iyi bilgiye sahip olmalarindan dolayi CFO’la-
nn dogal liderliginde belirlenmelidir. Iyi kurulmus bir
KPY, CFQ’larin lider olarak yeteneklerinin giiclenmesine
yardimci olur.

Bunlara ek olarak, beklenen ve beklenmedik degisik-
liklere zamaninda tepki vermek icin, tahmin, senaryo
analizi, makine 6grenmesi gibi teknikler kullaniimali
ve bu faaliyetler, liderligin stratejik kararlar verebilme
becerisine katkida bulunacak yiksek kaliteli veriler ve
analizler tarafindan desteklenen saglam bir stratejik
planlama ve raporlama siirecinin birer parcasi olmalidir.

CFO’'larnin profili degistikce, teknoloji ve KPY sistemleri-
ne bagimlik kacinilmaz hale gelecektir. KPY, teknoloji ve
verileri yaygin olarak kullanmali, CFO’lar bu teknolojiler-
den haberdar olmali ve BPM sistemlerinde kullanilacak
verilerin kalitesini dogrulamahdir. Bunu yaparak, sirke-
tin genel basarisinin anahtan olduklarini gésterecekleri
giicld bir araca sahip olabilirler.
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MANAGING WITH OR WITHOUT
SEGREGATION OF DUTIES

Managing without segregation of duties is a
risky choice. The most constructive approach
is to prevent possible significant losses by
segregating duties at an optimum level in
proportion to the company'’s risks.

As one of the key elements of the internal control sys-
tem, segregation of duties (SoD) is crucial for mitigating
the risks of fraud and error in business processes. The
principle of the SoD means, in the simplest terms, that
no employee takes more than one critical responsibili-
ty in any process from the start of a transaction to its
completion. Briefly, by separating the duties, “power”
is prevented from gathering in one person.

The most optimal distribution of the “approval”, “asset
custody”, “recording” and “reconciliation / control” ac-
tivities related to a transaction to the personnel, con-
sidering the scale of the company, the risks and the
number of employees, is a must for this principle. Nat-
urally, for small companies with few staff, it is hard to
implement this principle, but it can often be compen-
sated by the direct control of company owners over the
activities.

-
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GOREVLERI BIRBiRINDEN
AYIRSAK DA MI YONETSEK,
AYIRMASAK DA MI YONETSEK?

Gorevleri birbirinden ayirmadan yonetmek,
icinde risk barindan bir secim. En yapici1 yak-
lasimsa, gorevleri sirketin riskleriyle orantili
bir sekilde ve optimum seviyede birbirinden
ayirarak muhtemel 6nemli kayiplari 6nlemek.

ic kontrol sisteminin temel unsurlarindan biri olan go-
revlerin birbirinden aynlmasi konusu, is sireclerinde
suistimal ve hata risklerinin azaltilmasi icin kritik bir
oneme sahiptir. Gorevlerin aynligi prensibi, en basit an-
latimi ile, hicbir calisanin, bir islemin baslangicindan ta-
mamlanmasina kadar gegen siirecte, birden fazla kritik
sorumluluk almamasi anlamina geliyor. Kisaca gérevler
ayrilarak “giiciin” bir kiside toplanmasi engelleniyor.

Bir isleme iliskin, “onay”, “varliklarin muhafazasi”, “ka-
yit” ve “mutabakat / kontrol” faaliyetlerinin, sirketin
o6lcegi, riskler ve calisan sayisi gibi unsurlar g6z 6niin-
de bulundurularak personele en optimum sekilde dagi-
tilmasi, bu prensibin olmazsa olmazi. Dogal olarak az
sayida personeli olan kiiciik élcekteki sirketlerin bunu
uygulamasi zor. Bu zorluk cogu zaman sirket sahiple-
rinin faaliyetler tizerindeki dogrudan kontroliiyle telafi
edilebiliyor.

It is a common problem of non-institutionalised com-
panies, in which conflicting duties are carried out by the
same employee, where the processes are inconsistent,
weak and dependent on one person, and internal con-
trols are inadequate. In fact, it is not possible to segre-
gate the duties from each other in this disorganization
even if it is desired. The only way to identify and segre-
gate the critical duties that contradict each other is to
properly design the processes and the internal controls.

At this very point, the importance of management
philosophy becomes evident. Changing a trust-based
working environment to an environment where busi-
ness processes are carried out in accordance with the
SoD principles entails a radical change in management
philosophy. Sometimes this change can be triggered by
a significant fraud committed by a very trusted employ-
ee or serious errors caused by siloed departments.

| want to give an example of an environment where
the duties are not properly segregated. In a company
where | conducted fraud investigation, | identified that
the company suffered significant losses due to the fact
that the following duties were carried out by the same
purchasing specialist:

* Searching and selecting the supplier which the compa-
ny will work with,

* Opening the purchase order and passing those below
a certain amount directly to the supplier; the approval
of the transactions above this amount by the manager
(Note: Often, the manager does not examine the pur-
chase order in detail),

* Incoming supplier invoices can be allocated to pur-
chase orders as desired due to the fact that the order
system does not work effectively,

* Conducting communication with suppliers,

* Arranging the operations between suppliers and com-
pany warehouses,

* Checking supplier invoices and approval for recording
invoices,

* Tracking the payments of supplier invoices, directing
the finance department about payment (Note: There
is no maturity determined and applied in the supplier
master data).

| am sure that you wonder how only one person can be
in charge of all these conflicting duties. Although the
management style of the company may cause this sit-
uation, | will bring up the matter of “trust” which is the
most important reason in the aforementioned case.

In another investigation, we found out that an em-
ployee in accounting department stole a substantial
amount of money from the company by himself. Inves-
tigation showed that the problem was caused by the
fact that the conflicting duties were performed by the
accountant specialist and as a result of this, an extraor-
dinary opportunity was created fraud. In this case, the
accounting staff could do the following:

Birbiriyle celisen gérevlerin ayni calisan tarafindan yii-
ritilmesi, sureclerin tutarsiz, daginik ve kisiye bagimli
olarak yaratildigi ve i¢ kontrollerin yetersiz oldugu,
kisacasi diizensiz sirketlerin ortak sorunudur. Aslinda
istense bile bu diizensizlik icinde gérevleri birbirinden
ayirmak midmkin degildir. Birbiriyle celisen kritik gérev-
lerin belirlenmesi ve birbirinden aynimasinin tek yolu,
sureclerin ve i¢ kontrollerin saglikh bir sekilde yapilan-
dirlmasidir.

Tam da bu noktada yonetim felsefesinin 6nemi ortaya
ctkiyor. Giivene dayali is yapma kiiltiiriinden, gérevlerin
ayrilarak siireclerin yonetildigi bir ortam yaratmak, y&-
netim felsefesinde radikal bir degisimi zorunlu kiliyor.
Bu degisim bazen sirkette ¢ok giivenilen bir ¢alisanin
yaptig énemli bir usulsiizliikle ortaya cikarken bazen
de silolasan birimlerin neden oldugu énemli hatalarla
tetiklenebiliyor.

Gorevlerin uygun bir sekilde ayrilmadigi bir ortama ilis-
kin bir 6rnek vermek istiyorum. Suistimal incelemesi
yaptigim bir sirkette, asagidaki gérevlerin ve kontrol ey-
lemlerinin ayni satin alma uzmani tarafindan yapilma-
sindan dolayi, sirketin 6nemli tutarda zarara ugradigini
tespit ettim:

* Sirketin calisacagi tedarikcinin arastinlmasi ve secil-
mesi,

 Satin alma siparisinin acilmasi ve belirli bir tutarin
altinda olanlarin dogrudan tedarikgiye gecilmesi, bu
tutarin Gstindeki islemlerin ise yénetici tarafindan
onaylanmasi (Not: Cogu zaman yonetici siparisi detayli
incelemiyor),

* Siparis sisteminin etkin calismamasindan dolayi gelen
tedarikei faturalarinin satin alma siparislerine istendigi
gibi tahsis edilebilmesi,

* Tedarikgilerle iletisimin yirutilmesi,

* Tedarikgilerle sirket depolari arasindaki operasyonlarin
diizenlenmesi,

* Faturalarnin kontrol edilmesi ve kayitlara alinmasi icin
onay verilmesi,

 Saticl faturalarinin édemelerinin takip edilmesi, fi-
nans departmaninin ddeme konusunda ydnlendirilmesi
(Not: Tedarikci veri tabaninda belirlenmis ve uygulanan
bir vade mevcut degil).

Eminim okurken, bdylesine ¢elisen gdrevlerin bir kiside
nasil toplandigini distindiyorsunuz. Bunun sirketteki
yonetim tarzina iliskin bircok nedeni olabilir. Ancak bu
vaka dézelinde en énemli neden olan “giiven”den asagi-
da bahsedecegim.

Baska bir sorusturmada ise muhasebe personelinin tek
basina sirketten dnemli bir tutarda para caldigini tespit
ettik. Suistimalin nasil yapildig1 incelendiginde, soru-
nun yine birbiriyle celisen gdrevlerin muhasebe uzma-
nina yaptinlmasindan kaynaklandigi ve netice itibariyla
bir suistimalci icin olaganisti bir firsat yaratildigi an-
lasildi. Bu vakada muhasebe personeli asagidaki isleri
yapabiliyordu:
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* Creation of supplier accounts in the ERP system,

* Recording supplier invoices in the system,

* Coordinating the preparation of payment orders and
their signing by managers,

* Recording bank transactions,

* Taking bank statements from online-banking system
and making bank reconciliations.

Improper segregation of duties may not always result
in assets misappropriation or corruption cases. Some-
times, this situation creates an opportunity for an em-
ployee who has been attained too much authority, to
conceal a mistake made by or caused by this employee
and not to disclose it. In fact, an innocent mistake can
turn into a financial statement fraud with the power
given.

Finally, I would like to discuss the relevance of trust
with the issue. | noted before that segregation of du-
ties is one of the basic elements of internal controls.
This naturally leads us to the concepts of trust-control.
Especially in Turkish family companies and SMEs, we
see that the balance between trust and control often
shifts towards trust. As an effect of our culture and
country, | believe, a similar approach can be observed
even in the subsidiaries of some international compa-
nies in Turkey.

Why do managers conduct their businesses on the trust
basis in an environment with weak processes and con-
trols? Although this may seem like the habit of doing
business based on trust, | have experienced that the
root causes of this behaviour are actually to speed
things up for reducing costs and to carry out the tasks
with fewer people.

| think the most attractive aspect of doing trust-based
work is its lower cost. This approach can be understand-
able in a way due to the direct control of the business
owner in small companies, but it may turn out to be an
important threat after the business growth reached a
certain level. When the damage caused by the lack of
internal controls starts to threaten the company, the
segregation of duties over the “trust-control balance”
becomes inevitable.

As a conclusion, it is crucial for companies to identify
whether there is an employee who can defraud or con-
ceal a critical mistake and accordingly take precautions
in this regard or if it is not possible to implement SoD
principles due to limitations, to design detective con-
trols to minimize risks. The key point of this process is
to take proportional and optimal precautions keeping
the facts of the company in mind all the time.

If you are not sure how to perform segregation of du-
ties principles in your company, or if you think there are
problems with it, Cerebra can offer you quick and effec-
tive solutions.

By Gizem Tastemel Dingkan

* Tedarikci hesaplarinin ERP sisteminde yaratiimasi,

* Tedarikgi faturalarinin sisteme girilmesi,

+ Odeme talimatlarinin hazirlanmasi ve yéneticilere im-
zaya cikarilmasinin koordine edilmesi,

* Banka islemlerinin kayitlara islenmesi,

* Banka ekstrelerinin sistemden alinmasi ve banka mu-
tabakatlarinin yapilmasi.

Gorevlerin uygun bir sekilde ayrilmamasi, her zaman
sirket varliklarinin kétiiye kullanilmasina veya yolsuz-
luk vakalarina neden olmayabilir. Bazen de bir siirecte
fazlaca gii¢ verilmis bir calisana, kendisinin yaptigi veya
neden oldugu maksatsiz bir hatayir kapatma ve rapor-
lamama firsati sunabilir. Esasinda masum bir hata, ve-
rilen giicle birlikte maksatl bir mali tablo suistimaline
dénisebilir.

Son olarak, konunun giivenle iliskisinden bahsetmek
istiyorum. Gorevleri ayirmanin i¢ kontroliin temel un-
surlarindan oldugunu belirtmistim. Bu husus dogal ola-
rak bizi giiven-kontrol kavramlarina gétiiriiyor. Ozellikle
Tiirk aile sirketlerinde ve KOBI'lerde giiven ile kontrol
arasindaki dengenin cogu zaman giivene dogru kaydigi-
ni gériyoruz. Hatta uluslararasi sirketlerin Tirkiye'deki
bagli ortakliklarinda dahi, sanirim i¢inde bulundugumuz
cografyanin ve kiltirin de etkisiyle, benzer durumlarla
karsilasilabiliyor.

Sireclerin ve kontrollerin zayif oldugu bir is ortaminda,
yoneticiler neden yogun bir sekilde giivenerek is yapar?
Bunun nedeni giivene dayali is yapma aliskanhgi gibi
goriinse de ydrittiglim projelerde bu davranisin kok
sebeplerinin gercekte maliyetleri dusiirmek icin isleri
hizlandirmak ve daha az insan ile isleri yiriitmek oldu-
gunu tecriibe ettim.

Saninm glivene dayall is yapmanin en cazip tarafi ma-
liyetinin disiik olmasi. Kiigiik dlcekli sirketlerde, is sa-
hibinin dogrudan kontroliinden dolayi bir yere kadar
anlasilabilecek olan bu ydnetim tarzi, islerin belli bir
buyiiklige ulasmasindan sonra dnemli bir tehdide d&-
nisebiliyor. Kontrol eksikliginden kaynaklanan zararlar
sirketi tehdit etmeye basladigindaysa “gliven-kontrol
dengesi” lzerinden gorevleri birbirinden ayirmak kaci-
nilmaz oluyor.

Ozetle, belli bir siirecte elindeki giicii kétiiye kullana-
bilecek veya dnemli bir hatayi saklayabilecek bir kisi-
nin olup olmadigini tespit etmek ve bu konuda 6nlem
almak; eger gorevleri ayirmak mimkin degilse, riskle-
ri asgari diizeye indirecek tespit edici kontroller tasar-
lamak, sirketler icin kritik bir 5neme sahiptir. Alinacak
onlemlerin sirketin gerceklerinden hicbir zaman kopma-
dan, orantil seviyede olmasi, bu isin anahtarndir.

Sirketinizde gdrevleri nasil ayiracaginizdan emin degil-
seniz veya bu konuda problemler oldugunu diistiniyor-
saniz, Cerebra size hizli ve etkili ¢cdziimler sunabilir.

RISK MANAGEMENT AND
INTERNAL CONTROLS DURING
COVID-19 PANDEMIC

COVID-19 pandemic wreaks havoc on everywhere. In just
a few weeks, there have been important changes in our
business and social life. While issues such as transfer-
ring the daily routine to the house suddenly, experienc-
ing social distance for the first time and having travel re-
strictions deeply affect our social life. Furthermore, the
demand has decreased, and this has automatically af-
fected the supply chains. Financial markets, which have
been always very fragile, also got their share from these
developments. The companies seriously losing their in-
come and profitability due to the contraction of demand
in the middle of a crisis try to manage staff relationships
in an increasingly complex environment and critical is-
sues in the supply chains in this slippery ground.

The organs responsible for the corporate management
(board and audit committee) and the management have
an essential responsibility in this crisis management. As
part of effective risk management, these organs need to
address the problems they face and take the right steps
in these difficult times to protect the company.

No matter how shocking the crisis caused by the COV-
ID-19 pandemic is, companies should not compromise
the check and balance system. Otherwise, new problems
that emerged during the crisis may affect the company

COVID-19 PANDEMi SURECINDE
RISK YONETIMI VE iC
KONTROLLER

COVID-19 pandemisi uzun bir siredir ortaligl kasip ka-
vuruyor. Sadece birkac hafta icinde is ve sosyal hayati-
mizda énemli degisikler oldu. Ginlik rutinin bir anda
eve tasinmasi, daha dnce hic deneyimlenmeyen sosyal
mesafenin korunmaya calisilmasi, seyahat edilememe-
si gibi konular sosyal yasamimizi derinden etkilerken,
dogal olarak talebin azalmasi otomatik olarak tedarik
zincirlerini etkiledi. Her zaman ¢ok kirilgan olan finan-
sal piyasalar da bu gelismelerden nasibini aldi. Sirketler
bir krizin ortasinda, talep daralmasindan dolayi gelir ve
karhliklarini ciddi seviyede kaybederken, karmasiklasan
ortamda personel iliskilerini ve bu kaygan zeminde te-
darik zincirlerindeki kritik konulan yénetmeye calisiyor-
lar.

Bu kriz ortaminda en 6nemli sorumluluk sirketin ku-
rumsal yénetiminden sorumlu organlar (yonetim kurulu
ve denetim komitesi) ile sirket yonetimindedir. Etkili bir
risk yonetiminin parcasi olarak, bu organlarn karsilasi-
lan sorunlan ¢6zmeleri ve kurumlarini korumak amaciy-
la bu zor zamanlarda dogru adimlan atmalan gerekir.

COVID-19 pandemisinin yarattig! kriz ne kadar sarsici
olursa olsun, sirketler denge ve denetleme sisteminden
taviz vermemeli. Aksi takdirde en az krizin etkisi kadar,
kriz icinde yaratilan yeni problemler de sirketi etkileye-
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as much as the impact of the crisis. Risk management
practices and regular evaluation of internal controls are
critical to maintaining this balance. Companies should
be able to identify new and emerging risks, evaluate ex-
isting risks and mitigate the possible effects of these
risks with controls during this difficult period.

You may find the issues to be considered regarding in-
ternal controls in such a deep crisis, as follows.

Control Environment

» COVID-19 pandemic can cause significant changes in
the control environment. For instance, with the start of
the epidemic, many companies were temporarily closed,
and the working environment moved to the houses. As
aresult of the remote working regulations, it is possible
that the companies would have significant changes in
the control environment and the previously designed
controls will not work in the new order.

* The attitude of organs responsible for corporate gov-
ernance (such as board, audit committee) and manage-
ment will be crucial for ensuring a discipline across the
company and a crisis plan that should be followed in
this crisis environment.

» The board and management should frequently com-
municate about risks regarding the crisis and the fac-
tors that trigger them. It would be wise to make maxi-
mum use of the experience of the board of directors and
the audit committee in managing risks.

Risk Evaluation

COVID-19 should not turn out to be a “survival” period
for companies. While strictly following the risks that
need to be managed in a crisis environment, not to miss
new opportunities can provide significant gains in the
medium and long term.

Knowing the awareness levels of employees across the
company about the risks in the crisis environment will
be critical for the institution to get ready for this envi-
ronment as a whole.

Control Activities

Companies should periodically make sure that their
controls work as designed. However, due to COVID-19,
companies have made significant changes in their
daily business practices and business processes in a
short time. In the COVID-19 process, it is very possible
to encounter some big changes in companies such as
remote working arrangements, facility closures, or lack
of resources due to diseases and other reasons. Change
is risk by nature. It is essential for a balanced and opti-
mally functioning internal control system in the crisis
environment, to evaluate new risks caused by changes
triggered by COVID-19 in processes, to implement con-
trols related to these risks quickly, and to ensure that
existing controls are re-evaluated and working effec-
tively.

bilir. Bu dengenin korunmasinda risk yénetimi uygula-
malari ile ic kontrollerin diizenli olarak degerlendirilmesi
kritik bir 5neme sahiptir. Sirketler bu zor zamanda yeni
ve ortaya cikan riskleri belirleyebilmeli, mevcut riskle-
ri degerlendirmeli ve bu risklerin muhtemel etkilerini
kontroller ile bertaraf edebilmelidir.

Boylesine derin yasanan bir krizde i¢ kontrollere iliskin
onemli hususlar asagidaki sekilde dzetleyebiliriz.

Kontrol Ortami

» COVID-19 pandemisi kontrol ortaminda 6nemli degi-
sikliklere neden olabilir. Ornegin salginin baslamasi ile
birlikte bircok sirket gecici olarak kapatildi ve calisma
ortami evlere tasindi. Uzaktan calisma diizenlemeleri
ile birlikte sirketlerin kontrol ortaminda énemli degisik-
likler olmasi ve daha dnce tasarlanan kontrollerin yeni
diizende ¢alismamasi olasi.

» Kurumsal yénetimden sorumlu organlarin (yénetim
kurulu, denetim komitesi gibi) ve yénetimin durusu bu
kriz ortaminda sirket genelinde bir disiplinin saglanma-
si ve izlenmesi gereken kriz plani agisindan énemli ola-
caktir.

e Yonetim kurulu ve yénetimin kriz ile ilgili riskler ve
bunlan tetikleyen unsurlara iliskin siklikla iletisim igin-
de olmasi beklenir. Risklerin ydnetilmesinde ydnetim
kurulu ve denetim komitesinin tecriibesinden azami
faydalanilmasi akilci olacaktir.

Risk Degerlendirmesi

COVID-19 sirketler agisindan sadece bir “ayakta kalma”
dénemine dénmemeli. Kriz ortaminda ydnetilmesi ge-
reken riskler dogal olarak siki bir sekilde takip edilirken,
yeni firsatlann da gézden kaginlmamasi orta ve uzun
vadede dnemli kazanclar saglayabilir.

Sirket genelinde calisanlarin kriz ortamindaki risklere
iliskin farkindahklarinin anlasiimasi, kurumun bir biitiin
olarak bu ortama hazirlanmasi agisindan énemli olacak-
tir.

Kontrol Faaliyetleri

Sirketler dénemsel olarak kontrollerinin tasarlandigi
gibi calistigindan emin olmalidir. Ancak sirketler CO-
VID-19 nedeniyle zorunlu olarak giinliik is yapis sekille-
rinde ve is siireclerinde kisa siirede 6nemli degisikliklere
gittiler. COVID-19 siirecinde sirketlerde uzaktan calisma
diizenlemesi, tesislerin kapatilmasi, hastaliklar ve di-
ger nedenlerden olusabilecek kaynak yetersizlikleri gibi
onemli degisiklikler ile karsilasmak cok olasi. Degisiklik
dogasi itibariyle risktir. Stireclerde COVID-19 ile tetikle-
nen degisikliklerden dolayi olusan yeni riskleri degerlen-
dirmek, bu risklere iliskin kontrolleri hizli bir sekilde uy-
gulamak, mevcut kontrollerin de yeniden degerlendirilip
etkin sekilde calistigindan emin olmak, kriz ortaminda
dengeli ve optimum calisan bir i¢ kontrol sistemi icin
zaruridir.

Information and Communication

While experiencing the pandemic, it is necessary to en-
sure that information flows properly at all levels of the
company and to all stakeholders outside the company
affected by this crisis. It may be also useful to under-
stand the crisis experience in the same and other sec-
tors, and to apply the suitable experiences in your com-
pany. Besides, the company management should be
attentive to use a proper language in communication of
crisis management to prevent unnecessary sensitivities.

Monitoring Activities

It will be essential to monitor the crisis management
constantly during this period. By immediately imple-
menting corrective actions and reporting to senior man-
agement regularly, it is possible to have an improve-
ment even during the crisis. Continuous monitoring of
operational environment to identify potential issues
that trigger the crisis and understanding of the effects
of these issues and taking corrective measures will re-
lieve the system.

The board should keep in mind that the operational
management, which is the first line of defense during
COVID-19, is shocked. They should also be aware that it
is possible to observe that the operational management
can show some weaknesses in their practices while car-
rying out the responsibility of managing risks according
to the company’s goals, which is one of their primary
duties. At this point, the second line of defense (such
as risk, quality, financial control, legislation and compli-
ance functions) supporting the first line of defense, and
the third line of defense which is internal audit, may be
more prominent.

Establishing the risk and control balance at an optimum
level in the crisis will be very critical in the solution of
the crisis besides other elements that need to be fol-
lowed according to the crisis plan.

By Fikret Sebilcioglu

Bilgi ve iletisim

COVID-19 pandemisi yasanirken bilginin sirketin her ka-
demesinde ve bu krizden etkilenen sirket disindaki tim
menfaat sahiplerine uygun bir sekilde aktigindan emin
olacak bir sistem gelistirmekte fayda vardir. Ayni sek-
tordeki ve diger sektdrlerdeki kriz tecriibesini anlamak
ve uygun deneyimleri sirketinizde de uygulamak faydal
olabilir. Ayrica, sirket ydnetiminin iletisimde kriz sireci-
ne uygun bir dil kullanmaya dikkat etmesi gereksiz has-
sasiyetleri dnleyebilir.

izleme Faaliyetleri

Bu dénemde kriz yonetiminin sirekli izlenmesi 6nemli
olacaktir. Hayata gecirilebilecek diizeltici faaliyetlerin
hizli bir sekilde uygulanmasi ve ist yonetime yapila-
cak surekli raporlama ile kriz aninda dahi bir iyilesme
saglanabilir. Krizi tetikleyen potansiyel konularin belir-
lenmesi icin operasyonel ortamin sirekli izlenmesi, bu
konularin etkilerinin anlasiimasi ve diizeltici dnlemlerin
alinmasi sistemi rahatlatacaktir.

COVID-19 pandemisi yasanirken sirketin ilk savunma
hatti olan “operasyon yénetiminin” sok icinde oldugunu
unutmamak ve asli gérevlerinden biri olan “sirketin he-
defleri dogrultusunda riskleri yonetme sorumlulugunu”
yerine getirirken zaaflar olabilecegini diisiinmek &zellik-
le yonetim kurulunun kriz aninda ajandasinda tutma-
si gereken 6nemli bir madde. Bu noktada ilk savunma
hattina destek olan ikinci savunma hatti (risk, kalite, fi-
nansal kontrol, mevzuat ve uygunluk fonksiyonlar gibi)
ile Giclincli savunma hatti olan i¢ denetim &n plana daha
fazla cikabilir.

Risk ve kontrol dengesinin krize uygun bir sekilde op-
timum seviyede olusturulmasi, kriz planina gére yapil-
masi gereken diger unsurlar ile birlikte krizin ¢6zimiin-
de kritik bir dneme sahip olacaktir.
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THE EFFECT OF COVID-19
PERIOD ON THE COMPANIES
LEFT BEHIND IN THE DIGITAL
TRANSFORMATION JOURNEY

The effects and destruction of the coronavirus, which was
declared as a pandemic by the World Health Organization
(WHO) in China and in more than 100 countries for a short
time in late 2019, continue. Individuals, institutions and
national economies are experiencing one of the most dif-
ficult periods in history. This period is called as COVID-19!

A period was closed out of blue, when no one was ex-
pecting, and a new period has just started. The transi-
tion was very painful, harsh and violent. We will be talk-
ing about the effects and uncertainties produced by this
transition for a long time. Yes, the exam was difficult, it
was covering the subjects unknown and caught every-
one off guard. So why have some companies been able
to run this process well, with relatively little damage,
deciding to work remotely or by quickly implementing
measures to prevent an epidemic, without compromis-
ing the health of their employees and disrupting their
processes? What could be the secret of this success?

As the most important characteristics of companies
that have achieved this success, is that they constantly
invest in their employees, processes and systems with
caring and importance. Companies that constantly in-
vestin their institutions and who have seen this risk be-
fore and have the necessary preparation are struggling
very successfully against the destructive effect of this
period. So, what are the companies that make these in-

-

COVID-19 DONEMININ DIJITAL
DONUSUM YOLCULUGUNDA
GERIDE KALAN SIRKETLER
UZERINDEKI ETKISI

2019'un sonlarinda Cin'de ve kisa bir siirede 100'den
fazla iilkede gériilmesiyle Diinya Saglik Orgiitii tarafin-
dan (WHO) tarafindan pandemi ilan edilen koronavirii-
siin etkileri ve yikimi devam ediyor. Bireyler, kurumlar
ve (ilke ekonomileri tarihin en zor dénemlerinden birini
yasiyor. Bu dénemin adi COVID-19!

Kimsenin beklemedigi bir anda bir dénem kapandi ve
yeni bir dénem basladi. Gegis cok sancili, sert ve siddetli
oldu. Bu gecisin etkilerini ve yarattigi belirsizlikleri de
uzun bir siire boyunca konusuyor olacagiz. Evet, sinav
zordu, bilinmeyen konudan geldi ve herkesi hazirliksiz
yakaladi. Peki neden bazi sirketler uzaktan calisma ka-
rari alarak ya da salgini énleyecek maksimum tedbirleri
hizl bir sekilde hayata gecirerek, calisanlarinin saghgini
tehlikeye atmadan ve siireclerini sekteye ugratmadan,
nispeten daha az bir hasarla bu siireci iyi bir sekilde yi-
ritmeyi basarabildiler? Bu basarinin sirri ne olabilir?

Bu basariyi yakalayan sirketlerin en 6nemli 6zellikleri
olarak, calisanlarina, sireclerine ve sistemlerine gere-
ken ihtimam ve 6nemi vererek sirekli yatirnm yapmala-
rini séyleyebiliriz. Kurumlarina siirekli yatinm yapan ve
dncesinde bu riski goriip gerekli hazirligi olan sirketler,
bu dénemin yikici etkisine karsi olduk¢a basaril bir sa-
vas veriyor. Peki bu yatinmlar yapan sirketler, hayatta
kalma miicadelesi veren sirketlere gére neyi daha iyi ya-
pabilme imkanina sahip oluyor?

vestments have the opportunity to do better than the
companies struggling to survive?

We know that no change is easy or sudden and no suc-
cess comes suddenly. The most important power of
the companies and the decision makers is to be able to
access the right information at the right time and this
is possible with the above-mentioned qualified em-
ployees, correctly designed processes and structured
systems. Therefore, the success of these companies
is related to reaching the right information when it is
needed and making the right decisions using this infor-
mation.

This is the lesson we need to learn from the crisis we are
experiencing. It's time to go on the scales before it’s too
late. It should be the first task of the companies to take
action plans to address the strengths or failures of the
organization and to strengthen the successful aspects
and to eliminate the failures. It is extremely critical to
design and to apply the necessary infrastructures and
targets related to ERP applications and process man-
agement, which are essential in the new era by review-
ing the strategic plans. Institutions that are flexible,
agile, and taking the right steps will leave this period
being stronger, regardless of the maturity stage.

The most critical point in this crisis that has shaken
many companies and economies not only in our country
but also in the world, is to be able to get over the shock
of it with the least damage. The new era means new
opportunities and the institutions that quickly adapt to
this era will have the key to success!

By Hiilya Giinesli

Biliyoruz ki hicbir degisim kolay ya da bir anda olmuyor
ve hicbir basarn ansizin gelmiyor. Dogru bilgiye, dogru
zamanda ulasabiliyor olmak, sirketlerin ve karar verici-
lerin elindeki en biiyiik glic. Bu da yukarida saydigimiz
kalifiye calisan, dogru tasarlanmis siirecler ve yapilandi-
rilmis sistemler ile mamkin. Dolayisiyla, bu sirketlerin
basarisi dogru bilgiye ihtiya¢ duyulan zamanda ulasmak
ve bu bilgiyi kullanarak dogru kararlar almasi ile iliski-
lidir.

Aslinda yasadigimiz krizden c¢ikarmamiz gereken ders
tam da bu. Vakit, daha gec¢ olmadan teraziye ¢cikma vak-
ti. Kurumun giiclii ya da basarisiz oldugu ydnleri ele alip
basanl yonleri kuvvetlendirecek, basarisiz yénleri de
giderecek eylem planlarini hayata gecirmek sirketlerin
ilk 6devi olmali. Stratejik planlar gézden gecirilerek yeni
donemin olmazsa olmazi ERP uygulamalari ve siireg y8-
netimi ile ilgili gerekli alt yapilarin ve hedeflerin kurgu-
lanmasi ve hayata gecirilmesi son derece kritik. Hangi
olgunluk asamasinda olursa olsun esnek, cevik yapida
olan ve dogru adimlan atan kurumlar bu dénemden
daha giiclii cikacak.

Sadece llkemizde degil, kiiresel capta bircok sirketi ve
ekonomiyi sarsan bu krizde en 6nemli nokta, bu krizin
yarattigi sarsintidan en az hasarla ayrilabilmek. Yeni d6-
nem yeni firsatlar demek, bu déneme hizla uyum sagla-
yan kurumlar basarinin anahtarina sahip olacak!
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wirecard

ANALYSING WIRECARD CASE
FROM FRAUD RISKS, INDEPEN-
DENT AUDIT AND CORPORATE
GOVERNANCE PERSPECTIVES

The full text of the interview that Mr. Fikret
Sebilcioglu gave to the website of Mr. Ali Ili-
cak, News from the Markets, on 27 July 2020
is as follows.

WIRECARD VAKASININ SUISTI-
MAL RISKLERI, BAGIMSIZ DE-
NETIM VE KURUMSAL YONETIM
PERSPEKTIFINDEN ANALIzI

Fikret Sebilcioglu’nun 27 Temmuz 2020 ta-
rihinde Ali Ihcak’in Pazarlardan Haberler in-
ternet sitesine verdigi roportajin tam metni
asagidaki gibidir.

the top of the company management, acted out with
bad intentions since the very beginning. Braun was de-
tained and released on bail and detained again two days
ago. Marsalek, who is on the run, is suspected to be in
Belarus or Russia. When the top executives of the com-
pany have such an intent, is it possible to keep them
from doing so? Or is it a case of “what is to be will be?”

Fikret: Hello Ali. First of all, thank you for this inter-
view. If the top manager has an intention to defraud,
he will conduct this fraud. There are two main reasons
for this: (1) the environment of ethics and compliance is
shaped by those in charge of corporate governance, (2)
even though there are well-designed and working inter-
nal controls in the company, top managers know where
and for what purpose these controls work and can easily
override them. In short, if the fish rots from the head
down, there is no escape.

rum. Braun gézaltina alinip kefaletle salindi, iki giin
once yine goz altina alindi. Marsalek ise firarda, Beyaz
Rusya veya Rusya’da oldugu diisiiniluyor. Sirketin tepe
yoneticileri bdyle bir suistimal niyetine sahip oldugun-
da, onlari bundan alikoymak miimkiin mii? Yoksa “aka-
cak kan damarda durmaz” mi demeli?

Fikret: Merhaba Ali. Oncelikle bu séylesi icin tesekkiir
ederim. Tepe yonetici niyeti bozduysa o kan muhakkak
akar. Bunun iki temel nedeni var (1) etik ve uyum ortami
agirhkli olarak kurumsal yonetisimin basindaki kisiler
tarafindan sekillendiriliyor. Niyeti kdtd olan yéneticiler
ortami istedikleri gibi tasarliyor ve calisanlarini buna uy-
gun belirliyor. is kararlarini istedikleri gibi verebiliyorlar.
(2) Sirkette cok iyi tasarlanmis ve calisan ic kontroller
olsa dahi tepe yoneticiler bu kontrollerin nerede ve ne
amacla calistigini biliyor ve bu kontrolleri kolayhkla asa-
biliyorlar. Kisaca “balik bastan kokarsa” kurtulus yok.

It is company shareholders or top managers who con-
duct the biggest frauds.

En biiyiik suistimaller sirket hissedarlarn veya tepe y6-
neticiler tarafindan yapihyor.

Sebilcioglu: It is difficult for independent auditors to
detect fraud in companies with their current approach.

Sebilcioglu: Bagimsiz denetgilerin mevcut yaklasimla-
riyla sirketlerdeki suistimalleri tespit etmeleri zor.

We are still following up the Wirecard Scandal. | have
written about the case before, regarding the context of
magazine and political economy. Later, we discussed the
issue with Dr. Muzaffer Eroglu from a legal perspective,
especially corporate management. This time, we will
talk with Fikret Sebilcioglu (CPA, CFE, TRACE Anti-Brib-
ery Specialist), the managing partner of Cerebra CPAs &
Advisors, about the aspects of the case related to fraud
investigations and independent auditing. | have many
questions to ask since | have found the expert, and |
highly recommend you read the interview to the end.

Fikret Sebilcioglu has more than 25 years of experience
in accounting, financial reporting, internal control sys-
tems, internal audit, forensic accounting, fraud inves-
tigations and compliance programs. At Cerebra, they
provide services in the fields of white-collar crime, mis-
appropriation of assets, bribery, kickbacks, financial
statement fraud, compliance with the Foreign Corrupt
Practices Act and UK Bribery Act and complicated fo-
rensic accounting cases. Fikret previously worked at the
PwC Istanbul and Rotterdam offices in independent au-
dit projects for 15 years. Currently, he is a board member
of the Ethics and Reputation Society (TEID) and Trans-
parency International Turkey (Transparency Interna-
tional Association), and an advisory board member of
ACFE (Association of Certified Fraud Examiners) Turkey.

Ali: Hello, Fikret. The Wirecard Scandal has brought up
issues again that you have been continuously drawing
attention on many platforms for years, as a profession-
al who specializes in fraud investigations in companies
and works actively in non-governmental organizations
related to transparency and ethics. In this case, | think
CEO Markus Braun and COO Jan Marsalek, who are at

Wirecard Skandalinin pesini birakmiyoruz. isin biraz
magazinini biraz da ekonomi politigini daha 6nce yaz-
mistim. Daha sonra Dr. Muzaffer Eroglu ile kurumsal
yonetim basta olmak tzere konuyu hukuki agidan tar-
tismistik. Bu sefer de Cerebra CPAs & Advisors yonetici
ortagi Fikret Sebilcioglu (SMMM, CFE, TRACE Anti-Bri-
bery Specialist) ile olayin suistimal incelemeleri ve ba-
gimsiz denetim ile iligkili yonlerini konusacagiz. Uzma-
nini bulmusken soracak ¢ok sorum var, sonuna kadar
okumanizi dilerim.

Fikret Sebilcioglu, muhasebe, finansal raporlama, ic
kontrol sistemi, ic denetim, adli muhasebe ve suistimal
denetimleri ile uyum programlar konularinda 25 yildan
daha fazla tecriibeye sahip. Cerebra’da, beyaz yakal su-
istimalleri, varliklarin kétiye kullaniimasi, riisvet, fatu-
ra komisyonlar (kickback), finansal tablo suistimalleri,
Foreign Corrupt Practices Act and UK Bribery Act ka-
nunlarina uyum ile karmasik adli muhasebe alanlarinda
hizmet veriyorlar. Fikret, daha 6nce 15 yil PwC istanbul
ve Rotterdam ofislerinde bagimsiz denetim projelerin-
de calist. Halihazirda Etik ve itibar Dernegi'nin (TEID)
ve Transparency International Tirkiye'nin (Uluslararasi
Seffaflik Dernegi) Yénetim Kurulu Uyesi, ACFE (Associ-
ation of Certified Fraud Examiners) Tirkiye'nin Danig-
ma Kurulu Gyesi.

Ali: Fikret Merhaba. Wirecard Skandal senin gibi, sir-
ketlerde suistimal incelemelerinde uzmanlasmis; sef-
faflikla ve etikle ilgili sivil toplum kuruluslarinda aktif
cahisan birisinin yillardir bircok platformda bikip usan-
madan dikkat cektigi meseleleri yeniden glindeme
getirdi. Bu vakada sirket ydnetiminin tepesindeki CEO
Markus Braun ve COO Jan Marsalek’in en basindan beri
niyeti bozuk bir bicimde hareket ettiklerini diistiniiyo-

The Wirecard scandal looks like a pretty complicated
fraud case. When | read the information the Financial
Times (FT) received from the whistleblower, | under-
stand that it is a multidimensional case that is not
focusing only on a financial statement but also in-
volving other types of fraud. According to the research
published by ACFE (International Association of Fraud
Investigators), of which | am a member, in April 2020,
the type of misconduct with the highest potential
loss among the types of fraud is “financial statement
fraud”. According to another finding, the misconducts
causing the highest financial loss are committed by the
company’s shareholders or top managers. In short, the
Wirecard case is very parallel to what we know.

Ali: How would you classify the Wirecard case? Is it a
case of corruption or fraud? Or would you describe this
case as an example of the evil corporation in the future?

Fikret: We deal with occupational fraud in three main
categories: (a) corruption (bribery, conflict of interest,
bid-rigging, economic extortion) (b) misappropriation of
assets (such as theft), and (c) financial statement fraud
(creating a beautiful world by playing games on expens-
es and income) The Wirecard scandal mainly looks like
a financial statement fraud. Because, as the main find-
ing, we are talking about a cash amount of 1.9 billion
Euros recorded in the bank accounts on the balance
sheet does not exist.

Wirecard skandali oldukga karmasik bir suistimal vakasi
gibi gériindyor. Financial Times'in (FT) ihbarcidan aldigi
bilgileri okudugumda odaginda mali tablo suistimal-
leri olan ancak baska suistimal tirlerini de iceren cok
boyutlu bir vaka oldugunu anliyorum. Benim de (yesi
oldugum ACFE’nin (Uluslararasi Suistimal inceleme Uz-
manlari Birligi) Nisan 2020’de yayinladigl arastirmaya
gore suistimal tiirleri icinde potansiyel kaybin en yiiksek
oldugu suistimal tird “mali tablo suistimalleri”. Diger
bir bulguya gore ise finansal kaybin en yiiksek oldugu
suistimaller sirket hissedarlar veya tepe yoneticiler ta-
rafindan yapilyor. Kisaca Wirecard vakasi bildiklerimiz
ile cok paralel.

Ali: Wirecard olayini suistimal turleri icinde hangi ka-
tegoride siniflandinrsin? Yolsuzluk mu? Suistimal mi?
Yoksa ileride evil corporation 6rnegi olarak mi anlatirsin
bu vakayr?

Fikret: Calisan suismallerini lic ana kategoride ele ali-
yoruz; (a) yolsuzluk (riisvet, cikar catismasi, ihaleye fe-
sat karistirma, ekonomik zorlama) (b) varliklarin kétiye
kullanilmasi (hirsizlik gibi) ve (c) mali tablo suistimalle-
ri (gider ve gelirle oynayarak giizel bir diinya yaratmak
gibi). Wirecard skandali agirlikli mali tablo suistimali
gibi gériindyor. Zira ana bulgu olarak 1.9 milyar Avro tu-
tarinda bilanconun varlik kisminda banka hesaplarinda
gdriinen ama gercekte olmayan bir nakitten bahsediyo-
ruz.

No third party will be part of the fraud without getting
their commission.

Hicbir iiciincii taraf kendi komisyonunu almadan suis-
timalin bir parcasi olmaz.

However, when | read the information disclosed by FT, |
understand that Wirecard management uses third par-
ties in financial statement fraud a lot. Third party risks
are the new phenomenon of the fraud universe. It was
always important but now, in every case we work on,
we see fraudsters at the victim company and the rot-
ten third parties that collaborate with them. The top
ten cases that FCPA's (US Foreign Corrupt Practices Act)
dealt with involve fraud committed through third par-
ties. As the Wirecard case is further analysed, we can
see both the misappropriation of assets and corruption
and bribery committed through third parties. Remem-

Ancak FT'nin acikladigi bilgileri okudugumda mali tab-
lo suistimalleri yapilirken Wirecard yonetiminin fazla-
ca dciincii taraf kullandigini anliyorum. Ugiincii taraf
riskleri suistimal diinyasinin yeni fenomeni. Her zaman
onemliydi ama artik hangi vakaya baksak arkasinda
magdur sirketteki suistimalci ve onunla isbirligi yapan
ciriik tGiclinci taraflar gérilyoruz. FCPA'in (ABD Riisve-
tin Onlenmesi ve Yabanci Ulkelerde Yolsuzluk Yasasi)
top ten vakasinin tamami dglincd taraflar aracihgi ile
yapilan suistimalleri iceriyor. Wirecard vakasi desildikce
Gglincd taraflar Gzerinden hem varliklann kétiye kulla-
nildigini hem de yolsuzluk ve riisvet suistimallerini g&-
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ber, no third party will be part of the fraud without get-
ting their commission.

Ali: Then, as the investigation proceeds, we will hear
the names of these third parties who have a critical role
in the fraud. | find the situation of public companies
against fraud very interesting. Among the shareholders
of public companies, many shareholders have no say in
management by definition, and the laws introduce a
series of measures to protect the interests of them. It
is still not enough as we witness new cases after each
scandal. You also have an independent audit back-
ground. Could you explain a little bit that what inde-
pendent auditing is supposed to do about the subject?
Can the independent audit fulfill these expectations?

rebiliriz. Unutmayalim hicbir ticiinci taraf kendi komis-
yonunu almadan suistimalin bir parcasi olmaz.

Ali: O zaman, inceleme ilerledikce suistimalin gercek-
lesmesi icin anahtar rol oynayan bu (ciinci taraflari-
nadlarini da duyacagiz. Halka acik sirketlerin suistimal-
ler karsisindaki durumu 6zellikle ilgimi ¢ekiyor. Tanimi
geregi halka acik sirketlerin hissedarlarinin icinde ydne-
timde hicbir s6z sahibi olmayan bircok hissedar var. Bu
hissedarlarin ¢ikarlarinin korunmasi icin yasalar bir seri
dnlem getiriyor. Yetmiyor, her bir skandaldan sonra ye-
nileri geliyor. Senin bagimsiz denetim gec¢misin de var.
Bize biraz agiklar misin, bagimsiz denetimden bu nok-
tada beklenen nedir? Bagimsiz denetim bu beklentileri
yerine getirebilir mi?

There are (were) seemingly perfect corporate man-
agement practices in companies that are experiencing
these scandals.

Skandallarin oldugu sirketlerde goriiniirde miikem-
mel denebilecek kurumsal yonetim uygulamalari
yapilandiriimis(ti).

Fikret: The concept and tools of corporate governance
already have emerged from this need you mentioned.
As in Enron, managers who did not own the company
(C-level) were able to pretend to own it and deceive
shareholders with asymmetrical information. Strangely,
these companies that experienced these scandals seem
to have perfect corporate governance practices. Yet, this
mechanism doesn’t work somewhere.

It would be better to give a piece of brief technical infor-
mation to comment on the subject: Companies defend
themselves with three bodies: (1) Senior management
and operation managers, (2) support units (such as risk,
compliance, financial control), (3) internal audit. The
board and its committees are not a line of defence due
to their high-level monitoring role. There are also two
external bodies monitoring: (1) independent external
auditors, (2) regulators.

Ali: Now, let us talk more specifically. The auditor of
Wirecard, EY (formerly Ernst & Young), had approved
the financial statements of the company from 2009 to
2019. The process that brought the end of Wirecard be-
gan after the Financial Times reported in January 2019
about an incident of fraud covered at the company. To
appease investors, CEO Markus Braun asked KPMG,
whom he once worked as a consultant, to conduct a
special audit. Perhaps as a result of this, EY failed to ap-
prove its 2019 financial reports. The fact that two rival
firms are conducting audits prompted the auditors to
be more careful, no doubt. Why do you think EY count-
ed non-existent bank accounts - at least we know it’s
in that way for 2018 - as if they existed? EY defended
itself by saying that, “we faced with a complicated case
of fraud, we were deceived”, when it comes to an end. To
what extent are audit companies responsible for such
cases? Can they elude it by saying, “We were deceived,
God forgive”?

Fikret: Kurumsal yonetim kavrami ve araclan da za-
ten senin bahsettigin bu ihtiyactan ortaya ciktl. Enron
Skandalnda da oldugu gibi esasinda sirketin sahibi ol-
mayan (C seviyesi) yoneticiler sanki sahibiymis gibi dav-
ranabildi ve asimetrik bilgi ile hissedarlan aldatti. isin
tuhaf tarafi bu skandallan yasadigimiz sirketlerde go-
riniirde milkemmel denebilecek kurumsal yénetim uy-
gulamalar var. Ancak mekanizma bir yerlerde aksiyor.

Konuyu daha iyi yorumlamak adina kisa teknik bir bil-
gi: Sirketler kendini iic organla savunuyor: (1) Ust diizey
yonetim ve operasyon yoneticileri, (2) destek birimleri
(risk, uyum, finansal kontrol gibi), (3) ic denetim. Yéne-
tim kurulu ve komiteleri list diizey gézetim rollerinden
dolayr savunma hatti olarak gériilmiyor. Bir de dis iki
organ var gézetim yapan; (1) bagimsiz dis denetgiler, (2)
diizenleyiciler.

Ali: Simdi biraz genelden o6zele dogru ilerleyelim.
Wirecard'in denetcisi EY (eski adiyla Ernst&Young),
2009'dan 2019 yilina kadar Wirecard sirketin defterle-
rini onaylamisti. Financial Times gazetesi, sirketteki bir
suistimalin Gzerinin ortiildigiine dair Ocak 2019 tarih-
li haberi sonrasinda Wirecard'in sonunu getiren siireg
basladi. Yatinmcilan yatistirmak icin CEO Markus Bra-
un, bir zamanlar kendisinin de danisman olarak ¢alistigi
KPMG'den 6zel bir denetim yapmasini istedi. Belki biraz
da bunun sonucunda EY 2019 mali raporlarini onayla-
yamadi. iceride birbirine rakip iki ayri firmanin denetim
yapiyor olmasi, denetgileri siiphesiz daha dikkatli olma-
ya sevk etmistir. EY'nin -en azindan 2018 yili icin oldu-
gunu biliyoruz- olmayan banka hesaplarini varmis gibi
saymasini neye baghyorsun? EY artik sona gelindiginde
kendisini “karmasik bir suistimal vakasi ile karsi karsi-
yaydik, kandirildik” mealinde bir aciklamayla savundu.
Denetim sirketlerinin bu tip olaylarda sorumlulugu ne-
reye kadardir? “Kandinldik, Allah affetsin” diyerek isin
icinden cikabiliyorlar mi?

The audit procedure for the bank confirmation letter is
one of the ABC’s of the independent audit.

Banka teyit mektubuna iligkin denetim prosediirii ba-
gimsiz denetimin ABC’lerinden biridir.

Fikret: | have to answer the question you asked, based
on the Wirecard’s independent auditor EY’s negligence
in this case, in two ways. First: The issue with EY in
the Wirecard scandal is not the inadequate audit pro-
cedures of the independent auditor for specific fraud

Fikret: Wirecard'in bagimsiz denetgisi olan EY’in bu va-
kadaki ihmaline istinaden sordugun soruya iki acidan
cevap vermek durumdayim. Birincisi: Wirecard skanda-
linda EY ileilgili yasanan konu bagimsiz denetcinin spe-
sifik bir suistimal risklerine iliskin yetersiz denetim pro-

risks. EY did not send the bank confirmation letter di-
rectly to the bank, which is said to have this fake ac-
count, for three consecutive years, and naturally, it does
not independently verify these balances. Instead, it
confirms the balance with screenshots and other doc-
uments taken directly from Wirecard management and
third parties. Seriously! The audit procedure for the
bank confirmation letter is one of the ABC's of the in-
dependent audit. It was one of the first things that they
taught us when we were assistant auditors. Therefore,
this lack of control seems to be an extraordinary error
and carelessness.

EY said that “they had faced a very complicated case
of fraud,” which | think is true, but the first detection
of even the most complicated ones can be possible by
a very simple professional scepticism. For example, if
EY tried to confirm the bank balances and the bank
responded as “I do not have these balances”, then it
would detect this complicated fraud long before. Also,
| do not think that there is a convention of “to be de-
ceived” in Germany like ours. If EY has negligence in this
case, which seems to exist, the regulatory authorities
impose a penalty on it.

Furthermore, the relationship between the relevant EY
partners and management should also be evaluated. EY
has been auditing Wirecard for ten years, and | am sure
the audit fee is pretty high. On the other hand, since
there were real or unreal allegations about Wirecard
for a long time, the audit risk was very high, and so EY
should have had to audit in a way that would provide
more assurance than usual audit engagement.

Ali: Do you think there will be a result like the dissolu-
tion of Enron’s auditor Arthur Andersen by surrendering
its license after the Enron Scandal?

Fikret: The financial loss is at least 1.9 billion Euros now.
We will see where this will evolve for EY, but it seems
unlikely to me that the Big 4 (the four largest auditing
companies operating globally) will fall into Big 3. Some-
thing else will happen.

sedirii uygulamasi degil. EY 3 yil {ist Uste sézde banka
hesabinin oldugu séylenen bankaya direkt banka teyit
mektubu géndermiyor ve dogal olarak da bu bakiyeleri
bagimsiz bir sekilde dogrulamiyor. Bunun yerine bakiye-
yi direkt Wirecard yonetiminden ve (c¢iinci taraflardan
aldig1 ekran gorintileri ve diger dokimanlar ile teyit
ediyor. Bu saka degil! Banka teyit mektubuna iliskin de-
netim prosediiri bagimsiz denetimin ABC’lerinden biri-
dir. Asistan denetciyken bize ilk bunu 6gretmislerdi. Bu
nedenle bahsi gecen denetim eksikligi olaganisti bir
hata ve aymazlik gibi gériiniiyor.

EY “cok karmasik bir suistimal vakasi ile karsi karsiya
olduklann” sdéylemis, ki bence de bu dogru, ama en
karmasik suistimallerin dahi ilk tespiti cok basit profes-
yonel siiphecilik ile ortaya cikabiliyor. Ornegin EY ban-
ka bakiyelerini teyit etmeye kalksa ve banka da “bende
bu bakiyeler yok” dese ¢ok karmasik bir suistimal cok
onceden tespit edilmis olacakti. Ayrica bizdeki gibi bir
“kandinima” miiessesesinin Almanya’da oldugunu san-
miyorum. EY'in bu konuda bir ihmali varsa, ki var gorii-
niyor, diizenleyici otoriteler cezasini kesecektir.

Ayricailgili EY ortaklarinin da yonetimiileiliskileri deger-
lendirilmeli. EY 10 senedir Wirecard'i denetliyor ve emi-
nim alinan denetim Gcreti oldukca yiiksektir. Diger ta-
raftan da uzun bir siiredir Wirecard ile ilgili ortaya atilan
gercek veya asilsiz iddialar karsisinda denetim riskinin
cok yiiksek olmasi ve bu nedenle EY'in normal sartla-
ra gore daha fazla glivence alacak denetim calismalari
yapmalarn gerekirdi.

Ali: Sence Enron Skandali sonrasinda sirketin denetgisi
Arthur Andersen’in ruhsatini iade ederek dagiimasi gibi
bir sonug burada da gérdilir mi?

Fikret: Finansal kayip en azindan su anda 1.9 milyar
Avro. Bu konu EY agisindan nereye evrilir gbrecegiz ama
bana Big 4'un (Kiiresel capta faaliyet gésteren en biiyiik
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Ali: Do audit companies have professional liability in-
surance?

Fikret: EY certainly has professional liability insurance,
but the compensation payment for this type of insur-
ance can be quite troublesome. Compensation may not
be paid if the damage is due to negligence. It’s a techni-
cal issue, but I'm sure the insurance company will do a
detailed investigation.

Now, let us get to the most critical point by summing
up these questions about independent auditing. The
responsibility issue of the independent auditor for de-
tecting fraud is a highly sensitive matter. We have anin-
dependent audit standard titled, “International Stand-
ard on Auditing 240 - The Auditor’s Responsibilities
Relating to Fraud in an Audit of Financial Statements”.
Independent audits should be carried on according to
this standard. The independent auditor also states in
the Auditor’s Opinions page, "We give reasonable as-
surance whether the financial statements are free from
material misstatement, whether due to fraud or error.”
This statement tells me that any material error caused
by fraud can be detected by applying this standard. In
other words, if the auditor could not detect a material
fraud, it means that the audit procedure was not ade-
quate to detect it.

4 denetim sirketi) Big 3'ye dismesi cok olasi gériinmii-
yor. Baska bir seyler olacak.

Ali: Denetim sirketleri mesleki sorumluluk sigortasi
yaptirirlar mi?

Fikret: EY'In mesleki sorumluluk sigortasi muhakkak
vardir, ama bu tarz sigortanin tazminat édemesi olduk-
ca sikintil olabilir. Zarar, ihmal kaynakl ise tazminat
o6denmeyebilir. Teknik bir konu, ama eminim sigorta sir-
keti de detayl bir inceleme yapacaktir.

Simdi, bagimsiz denetimle ilgili bu sorduklarini topar-
layarak en kritik noktaya gelelim. Bagimsiz denetimin
suistimallerin tespitine iliskin sorumlulugu konusu ol-
dukca hassas bir konu. “Bagimsiz Denetim Standardi
240 - Finansal Tablolarin Bagimsiz Denetiminde Bagim-
siz Denetcinin Hileye iliskin Sorumluluklan” isimli bir
bagimsiz denetim standardi var. Bagimsiz denetimler
buna gére yapilmali. Bagimsiz denetci goriis sayfasinda
da “finansal tablolarin hata veya hile kaynakh énemli
yanlishklar icerip icermedigine liskin makul giivence ve-
ririz” der. Ben buradan standart uygulanarak hile kay-
nakli dnemli yanlisliklarin tespit edilebilmesi gerektigi-
ni anhyorum. Diger bir deyisle denetci dnemli bir hileyi
tespit edemediyse bir anlamda raporunda hata yapmis
demektir.

In 18% of the cases, fraud occurred as a result of the
override of existing internal controls by the company
managers.

Vakalarinin %18’inde suistimal, mevcut kontrollerin
sirket yoneticileri tarafindan calistirrlmamasi / asil-
masi sonucunda gerceklesmis.

The rate of fraud detected during the independent au-
dit process: 4%. This is even a lower rate than those
identified by accident.

Bagimsiz denetim siirecinde tespit edilmis suistimal
orani: %4. Bu, rastlanti ile ortaya cikandan bile daha
diisiik.

Here, some interesting statistics. According to the lat-
est report of the ACFE, 43% of the 2,504 cases which
are involved in the study were detected by tips, whereas
15% of the cases were detected by internal audit, 12%
by management review, and 5% by accident. What is
the percentage detected during the independent au-
dit process, can you guess? Only 4 %. | think it is hard
for independent auditors to detect material misstate-
ments caused by fraud with their current approach, and
the research shows this. So, there must be a more ef-
fective audit.l am referring to an audit where challeng-
ing questions are asked, and that does not say “l only
look at what you give to me”. The more effective audit
means both competence and time, and this means
higher audit fees.

Ali: What is the scope of the company’s self-auditing
and control? Would it be possible for internal control
processes to reveal management misconduct as in our
example? It may be difficult for the CEO to cover inter-
nal controls nowadays, but wouldn’t he be able to ma-
nipulate it?

Fikret: Companies sell products and services to gain
profit and earn money with integrity. In a sense, organ-
izations establish a defence system to manage their
risks and protect their assets to ensure their sustain-
ability. This mechanism is called a system of internal
control system. The internal control system consists of
awide framework and five elements expected to work in
harmony with each other: Control environment, risk as-
sessment, control activities, information and communi-
cation, and monitoring. As an answer to your question, |
can easily say that a system consisting of well-designed
and effective controls can detect all kinds of errors and
misconduct in a short time.

Simdi disundirici bir istatistik veriyorum. ACFE'nin
son raporuna gore arastirmaya konu 2.504 vakanin
%43'l ihbarlar, %15'i i¢ denetim, %12’si yénetim ince-
lemesi, %5'i rastlanti ile tespit edilmis. Sizce bagimsiz
denetim siirecinde yiizde kag tespit edilmis olabilir?
Sadece %4. Bu oran rastlanti ile ortaya cikan orandan
dahi daha disiik. Bence bagimsiz denetcilerin mevcut
yaklasimlanyla suistimallerden kaynakl 6nemli yanhs-
liklari tespit etmeleri oldukca zor, zaten arastirma da
bunu gésteriyor. O zaman daha etkin bir denetim ol-
mali. Daha cok ve daha zorlayici soru soran, cesur, “ben
sadece bana verilenlere bakarim” demeyen, stipheci bir
denetim mesela. Daha etkin denetim, hem yetkinlik
hem zaman demek. Bu da daha yiiksek denetim lcreti
demek.

Ali: Sirketin kendi kendisini denetlemesi, kontrol etme-
si ne kapsamda gerceklesiyor? ic kontrol siirecleri, 6rne-
gimizdeki gibi bir ydnetim suistimalini ortaya ¢ikarmasi
mimkin olur muydu? CEQ’nun i¢ kontrolleri hasir alti
etmesi giiniimiizde belki zor olabilir ama manipiile et-
mesi s6z konusu olmaz mi?

Fikret: Sirketler diristlik cercevesinde kar etmek ve
para kazanmak icin tretim ve hizmet satarlar. Kurum-
lar devamhliklarini saglamak igin risklerini yonetmek ve
varliklarini korumak amaciyla bir anlamda bir savunma
sistemi kurar. iste bu mekanizma “i¢ kontrol sistemi”
olarak adlandinhyor. ic kontrol sistemi genis bir cerce-
ve ve birbiri ile uyumlu calismasi beklenen 5 element
bilesenden olusur: kontrol ortami, risk degerlendirme,
kontrol faaliyetleri, bilgi ve iletisim, ve izleme. Soruna
cevap olarak iyi tasarlanmis ve etkin ¢alisan kontroller-
den olusan bir sistemin her tiirlii hata ve suistimali kisa
strede tespit edilebilecegini rahatlikla séyleyebilirim.

The CEO and other C-level managers have a critical role
in the implementation of internal controls. We fre-
quently deal with the fraud cases resulting from the
misconduct of this direct influence of senior executives
on internal controls. While reading the Wirecard news,
| caught many clues that CEO Markus Braun and COO
Jan Marsalek were using their power on the control en-
vironment negatively. The answer to this problem can
be found in the ACFE report. In 18% of the 2,504 fraud
cases subject to research, fraud occurred as a result of
the override of existing internal controls by the compa-
ny managers. It is a profound and difficult problem to
overcome. Because the executives we mentioned are
the senior management entrusted to the management
by the company’s shareholders, and even some of them
have shares as in the Wirecard case. The case we are
talking about is a principle-agent problem, and there
must be no conflict of interest within the company, and
there must be independent mechanisms to solve this
problem.

Ali: Well, what would you do if Wirecard management
assigned Cerebra to investigate fraud? Could you give
us an overview of how an investigation is carried out in
a smoking crime scene as in this example?

Fikret: | can list the main steps as follows:

* First of all, since we will be a part of an investigation
team, we get to know the investigation team well, cre-
ate a communication plan, and coordinate mainly with
lawyers.

* We analyse all tips in detail, and if possible, we stay
in communication with the whistleblower in the format
he/she wants (which would probably be “anonymous”)
and receive the utmost information / documents. We
examine the credibility of these claims and prepare an
investigation plan accordingly.

» We ensure that the relevant data sources are secured
with forensic experts so that the data related to claims
would not be altered or deleted. It may be of critical im-
portance in possible criminal and civil lawsuits in the
future.

* To conduct data collection and admission-seeking
interviews, we learn who hear about the allegations or
are suspicious (including the CEO and COO at Wirecard),
and we talk with these people in due course.

* We obtain accounting records, data, and documents
regarding the allegations and initiate a forensic ac-
counting review on these data. We examine the critical
information given by the whistleblower on the account-
ing data, and if these transactions actually occur, we ex-
amine the supporting documents behind them and the
business rationale of the transactions.

» We conduct e-discovery on hard drives and phone
messages, including the emails of all critical persons. In
places where the keyword does not work, like photos,
we try to capture patterns/relationships that show. In
this study, we understand the suspicious correspond-
ences and follow the suspicious transactions in the ac-
counting records. Significant findings are usually iden-
tified in these procedures.

* Third parties have a significant role in the Wirecard

ic kontrollerin calistinimasinda CEO ve diger C-seviyesi
yoneticilerin kritik bir rolii var. Ust diizey y6neticelerin
ic kontroller tizerindeki bu direkt etkisinin kotiye kul-
lanilmasi ile olusan bircok suistimal vakasiyla siklikla
karsilasiyoruz. Wirecard haberlerini okurken CEO Mar-
kus Braun ve COO Jan Marsalek’in kontrol ortami Gize-
rindeki etkilerini olumsuz yonde kullandiklarina iliskin
bircok ipucu yakaladim. ACFE raporunda bu sorunun
cevabi var. Arastirma konusu 2.504 suistimal vakasinin
%?18’inde suistimal, mevcut kontrollerin sirket yoneti-
cileri tarafindan cahstirlmamasi / asilmasi sonucunda
gerceklesmis. Bu derin ve asilmasi oldukca zor bir so-
run. Zira bahsettigimiz yoneticiler sirket hissedarlari-
nin ydénetimi emanet ettigi dst dizey ydnetim, hatta
bazilarinin Wirecard olayinda oldugu gibi hisseleri var.
Bahsettigimiz olay bir asil-vekil sorunu (principle-agent
problem) ve bu sorunu ¢ézmek icin sirket icinde cikar
catismasinin olmadigi ve bagimsiz ¢calisan mekanizma-
larin varhgi cok 6nemli.

Ali: Peki, suistimal incelemesi icin Wirecard yénetimi
Cerebra olarak sizi gérevlendirseydi nasil bir yol izlerdi-
niz? Bize bu drnekte oldugu gibi dumani tiiten bir olay
yerinde incelemenin nasil yapildigini genel olarak anla-
tabilir misin?

Fikret: En 6nemli adimlarn soyle siralayabilirim:

» Oncelikle bir sorusturma ekibinin parcasi olacagimiz
icin sorusturma ekibini iyice tanir, iletisim planini olus-
turur ve dzellikle avukatlar ile koordinasyon saglanz.

* Gelen tim ihbarlan detayl bir sekilde analiz eder, eger
mimkinse ihbarci ile onun istedigi formatta (buytik bir
ihtimal ile “isimsiz") iletisim icinde kalarak azami bilgi/
belge alinz. Bu iddialarn kredibilitesini inceler ve buna
gore gerekirse sorusturma plani hazirlariz.

« iddialar ile ilgili verilerin degistirilmesini veya silinme-
sini 6nlemek icin ilgili veri kaynaklarnnin adli bilisim uz-
manlari ile giivence altina alinmasini saglariz. Bu ilerde
muhtemel ceza ve hukuk davalarinda kritik bir 6neme
sahip olabilir.

* Bilgi toplamak ve itiraf amacli goriismeler yapmak
amaciyla iddialara iliskin bilgisi olan veya siipheli olan
kisilerin (6rnegin Wirecard'daki CEO ve COO da dahil)
kimler oldugunu 6grenir, uygun zaman geldiginde bu
kisiler ile gbériismeler yapariz.

« Iddilara iliskin muhasebe kayitlan ile bilgi ve dokii-
manlari alarak bu veriler tizerinde adli muhasebe ince-
lemesi baslatinz. ihbarcinin séyledigi énemli bilgileri
muhasebe verileri tizerinde inceler, bu islemler gercek-
ten olmus ise arkasindaki destekleyici dokiimanlan ve
islemin ticari gerekliliklerini sorgularz.

o Tum kritik kisilerin epostalan da dahil harddisklerin-
de ve telefon mesajlarinda e-kesif calismasi yaparz.
Anahtar kelimenin calismadigi yerlerde drnegin fotog-
raflarda tek tek inceleme yaparak anormallik gésteren
paternleri / iliskileri yakalamaya calisinz. Bu calismada
ctkan stipheli yazismalar anlar ve fiktif olma siiphesi
olan islemleri muhasebe kayitlarinda izleriz. Genelde
burada ¢cok énemli bulgular ortaya cikar.

» Wirecard skandalinda igiinci taraflar 6nemli bir rol
oynuyor. Bu nedenle tiim kritik ticiincd taraflara iliskin
detayli bir istihbarat calismasi yapariz (Ortagi kim? Ne
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scandal. Therefore, we conduct a detailed intelligence
gathering study on all critical third parties. (Who is the
partner? When was it established? What are their ref-
erences and reputation? What and how is the service
provided? etc.) We evaluate the due diligence conduct-
ed when the first onboarding decision is made, regard-
ing the third parties mentioned in the case. We make
site visits and conduct audits in third parties, using the
possible “right to audit” clause in Wirecard’s contracts
with third parties.

Ali: Due to the role of Arthur Andersen in the Enron
Scandal, the USA Congress accepted the Sarbanes Ox-
ley Act (SOX) enacted the regulation that auditing firms
could not provide any consultancy services to their cli-
ents from whom they took the independent audit en-
gagement. Do you think the Wirecard Scandal will lead
to a new SOX-like rule set?

Fikret: One is the USA and one is continental Europe.
The reaction levels of law and regulatory authorities are
very different. | think Germany will not react like the
USA, and at least the measures it will take will not be
as severe as the consequences of the SoX, especially in
such a conjuncture. Although the sum of the financial
loss caused by the Wirecard scandal is unclear, it is cer-
tainly a huge amount. | understand from my readings
that trust in European markets is severely damaged.
| think that the current laws will be revised when the
factors causing this misconduct are better understood.

It has nothing to do with the question you're asking,
but there is something else that | would like to add. It is
necessary to punish those who commit this fraud most
severely to deter such fraudulent behaviour. | wonder
what will happen to the CEO and COO, and those who
are involved in this scandal and live in other countries.
| hope they would not get away with their crime as in
our country.

Ali: What would you like to say about what can happen
next? What do you think, is there anything that the par-
ties of the game, such as legislators, regulators, com-
panies, shareholders, and audit companies should do?

I've read so many Wirecard news and | haven't seen the
name of the board of directors or the audit committee
anywhere.

Fikret: Companies come first. I've read lots of Wirecard
news, and | haven’t seen the name of the board of direc-
tors or the audit committee anywhere. The monitoring
role of the board of directors is essential for companies.
The competent members who have a seat on that board
to protect the assets of the shareholders, must prove
theirindependence from management and monitor the
performance of internal controls.

For example, if the board had realized in 2016 that
half of Wirecard's consolidated profits came from a
third-party service provider called Al Alam Solutions, a
brokerage firm based in Dubai; if they had seen that FT
had some allegations about that and if they had audited
about these third parties, the Wirecard case could have
been completely different. FT observes in the Wirecard
financial statements that Al Alam Solutions has 34
customers for Wirecard-related payments. Suspecting

zaman kuruldu? Referans ve itibarlari nasil? Verilen hiz-
met ne ve nasil veriliyor? vb). Wirecard'da bahsi gecen
Gglincd taraflar ile ilgili ilk calisma karar verildiginde
(onboarding) yapilan detayl incelemeyi (due diligence)
degerlendiririz. Wirecard'in t¢linci taraflarla olan s6z-
lesmelerindeki muhtemel “denetim hakki” maddesini
kullanarak saha ziyaretleri ve Gclincii taraflarda dene-
tim yapanz.

Ali: Enron Skandalinda Arthur Andersen’in da roli ol-
mas! nedeniyle ABD'de Sarbanes Oxley Yasasi (SOX)
Kongre'de kabul edilmis ve denetim firmalarinin bagim-
siz denetim isini aldigI misterisine herhangi bir danis-
manhk veremeyecegi diizenlemesi getirilmisti. Sence
Wirecard Skandali SOX benzeri yeni bir kural setinin
gelmesine yol acar mi?

Fikret: Biri ABD biri kita Avrupasi. Hukuk ve diizenleyici
otoritelerin reaksiyon seviyeleri ¢ok farkli. Almanya’nin
bir ABD gibi tepki vermeyecegini, en azindan alacagi 6n-
lemlerin SoX'un sonuclari kadar agir olmayacagini di-
stindiyorum, hele bdylesine bir konjonktiirde. Wirecard
skandalinin neden oldugu finansal kaybin toplami belli
olmasa da cok biyiik bir tutar oldugu kesin. Okudukla-
rimdan Avrupa piyasalarinda giivenin ¢ok zedelendigini
anhyorum. Bu suistimale neden olan unsurlar daha iyi
anlasildiktan sonra mevcut yasalarin revize edilecegini
disiindyorum.

Sordugun soru ile tam alakasi yok ama bir hususu ek-
lemek istiyorum. Bu suistimale neden olanlarin en agir
sekilde cezalandirilmasi bu tiir hileli davranislarin caydi-
rilmasi adina ¢cok 6nemli. CEO ve COQ'ya ve bu skanda-
la bulasan ve diger tilkelerde yasayan kisilere ne olacak
merak ediyorum. Umanm bizdeki gibi yapanin yanina
kalmaz.

Ali: Bundan sonrasina iliskin ne séylemek istersin? Yasa
koyucular, diizenleyici kurumlar, sirketler, hissedarlar,
denetim firmalari, vb oyunun taraflarinin mutlaka yap-
masi gerektigini diisiindiigiin seyler var mi?

0 kadar Wirecard haberi okudum higbir yerinde ydnetim
kurulunun veya denetim komitesinin ismini gérmedim.

Fikret: Once sirketler. O kadar Wirecard haberi okudum
hicbir yerinde yonetim kurulunun veya denetim komite-
sinin ismini gérmedim. Sirketlerde yénetim kurulunun
gbzetim rolli cok 6dnemli. Hissedarin varlklarini koru-
mak adina o kurulda oturan yetkin dyelerin, ydnetim-
den bagimsiz oldugunu gostermeleri ve i¢ kontrollerin
performansinin gézetimini yerine getirmeleri sart. Or-
negin yonetim kurulu 2016'da Wirecard'in konsolide
karinin yansinin Dubai’'de yerlesik bir araci kurulus olan
Al Alam Solutions adinda tgiinci taraf hizmet saglayi-
cisindan geldigini farketse, FT'nin bununla ilgili iddialan
oldugunu gorse ve bu dcgiinch taraflara iliskin denetim
yaptirsa Wirecard vakasinda durum bambaska olabilir-
di. FT, Wirecard mali tablolarinda Al Alam Solutions’in
Wirecard ile ilgili 6demelere iliskin 34 misterisi oldugu-
nu goriyor. Bu olaya takan FT, iisenmeden bu miisteri-
ler ile iletisime gecip Al Alam Solutions’i soruyor. Miis-
terilerin 15’inin Al Alam Solutions’i hic duymadigi, 8'inin
ilgili dénemde is dahi yapmadiklari, 6'inin yorum yap-
madig1 ve 5'ine ise ulasilamadigr goriiliiyor. Kisaca Al
Alam Solutions’in suistimalleri gerceklestirmek icin ya-
ratilan veya kullanilan paravan bir sirket oldugu ortaya

about this finding, FT contacts these customers with-
out neglecting and asks about Al Alam Solutions. The
result is that 15 of the customers have never heard of
Al Alam Solutions, 8 of them did not even do business
in the relevant period, 6 of them did not comment, and
5 of them were not available. In short, it turns out that
Al Alam Solutions is a shell company created or used
to perpetrate fraud. The issue is to see the risks and to
make sure, by being independent from management,
that controls are robustly operating.

It is possible to say many things about the measures to
be taken by other institutions. For example, the higher
level of professional scepticism should be integrated
into the independent audit procedures by senior audi-
tors who are engaged more in the audit activities. They
should assess fraud risks in more details, ask difficult
questions to management, and take the risk of not be-
ing an auditor in the next year while doing these. This
part is the hard one!

Speaking of the regulators, | thought of BaFin in this
case. BaFin allegedly ignored allegations regarding
Wirecard in the past and did not investigate these al-
legations timely and properly. It even started an inves-
tigation against FT in January 2019, for market manip-
ulation due to its news. Isn’t it like a joke? When the
dust settled, the European Community was annoyed
by the fact that FT was proven to be right and by the
announcement of Wirecard’'s bankruptcy and started
an investigation for BaFin. Regulatory agencies such as
BaFin, can also be restructured as a result of this inves-
tigation.

Ali: Fikret, thank you very much. It was an interview like
a lecture on fraud investigation, independent auditing,
and corporate governance.

cikiyor. Mesele riskleri gérmek ve yonetimden tamamen
bagimsiz ve gliclil bir sekilde kontrollerin calistigindan
emin olmak.

Diger kurumlarin alacagi énlemlere iliskin pekcok sey
sdylenebilir. Mesela bagimsiz denetciler de ortak sevi-
yesinin, yani partnerlerin daha fazla denetim faaliyet-
lerinin icine girerek profesyonel siipheciligi denetim
faaliyetlerine tasimalilar. Bagimsiz denetciler suistimal
risklerine daha fazla girmeli, ydnetime zor sorular sor-
mali ve bunlar yaparken bir sonraki sene denetci ola-
mama riskini géze alabilmeliler. Bu kismi ¢ok zor!

Diizenleyiciler deyince aklima bu vakadaki BaFin geldi.
iddialara gére BaFin gecmiste Wirecard'a iliskin iddialar
gdrmezden geldi ve bu iddialari zamaninda ve uygun bir
sekilde arastirmadi. Hatta Ocak 2019'da FT'ye yaptig
haberlerden dolay! piyasa manipilasyonu yapiyor diye
sorusturma baslatti. Saka gibi degil mi? Sular cekildik-
ten sonra FT'nin hakh cikmasi ve Wirecard'in iflasini
aciklamasina cani sikilan Avrupa Toplulugu’'da BaFin
ile ilgili sorusturma baslatti. Bu sorusturmanin sonucu
BaFin gibi diizenleyici kurumlarin da yeniden yapilandi-
rilmasina neden olabilir.

Ali: Fikret, cok tesekkiir ederim. Suistimal incelemesi,
bagimsiz denetim ve kurumsal yénetim uzerine ders
gibi bir sdylesi oldu.

43



44

This section is prepared only in English

THE INTERNATIONAL
INVESTIGATIONS REVIEW -
EDITION 10 by LAW REVIEWS

Kolcuoglu Demirkan Kocakli Attorney at Law and Ce-
rebra CPAs & Advisors co-authored this year’s Turkey
Chapter of The International Investigations Review.
The International Investigations Review - Edition 10
is prepared by Okan Demirkan (a partner at Kolcuoglu
Demirkan Kocakli), Begiim Bicer ilikay (a senior asso-
ciate at Kolcuoglu Demirkan Kogakli) and Fikret Sebil-
cioglu (a partner at Cerebra CPAs & Advisors).

I - INTRODUCTION

Public prosecutors and criminal courts are the primary
authorised bodies to investigate and prosecute corpora-
te conduct. In addition to public prosecutors and crimi-
nal courts, the Financial Crimes Investigation Board is
also authorised to investigate crimes concerning money
laundering, under the Law on the Prevention of Launde-
ring of Crime Revenues. There are other regulatory aut-
horities with significant powers to investigate corporate
wrongdoings, within the scope of their regulatory and
supervisory duties and powers. For example, the Tur-
kish Competition Authority (the TCA) has the power
to conduct dawn raids at companies and the Banking
Regulation and Supervision Agency (the BRSA) has the
power to conduct on-site examinations as per Article
14 of the Regulation on Procedures and Principles Re-
garding the BRSA’'s Examinations. The Capital Markets
Board has the authority to make on-site examinations

upon the chairman of the Capital Markets Board’s requ-
est and an order made by a Criminal Judgeship pursuant
to Article 90 of the Capital Market Law.

Although there is no legislation that imposes on com-
panies an obligation to cooperate with these authorities
during an investigation, such a cooperation would be
beneficial for companies as there are sincere repentan-
ce provisions under the Turkish Penal Code (the TPC),
which provide serious remissions for bribery, theft, abu-
se of trust and reckless bankruptcy crimes. These will be
discussed in more detail in the following sections.

Il - CONDUCT
i) Self-reporting

Turkish law does not specifically set forth any reporting
obligation for legal entities in case of any criminal of-
fence. However, there is a general reporting obligation
under the TPC. Accordingly, all individuals who have
knowledge of a criminal offence that is still in progress
or that has been committed, the consequences of whi-
ch can potentially be avoided or at least limited, must
report these offences to the Public Prosecutor’s Office.
Failure to report such a criminal offence is punishable
by imprisonment of up to one year. The Constitution
provides an exception to the reporting obligation, sta-
ting that no one shall be compelled to make a state-
ment that would incriminate himself or herself.

Additionally, employees have a loyalty obligation towar-
ds their employers under the Turkish Code of Obligati-
ons (the TCO). Accordingly, employees must act loyally

to protect the righteous interest of their employers. By
virtue of this loyalty obligation, employees should no-
tify their employers about any unlawful circumstances
that may harm the employers’ financial well-being and
reputation. Even if the conditions for a general reporting
obligation are not met, employees should report the is-
sue internally in light of the loyalty and proportionality
principles. If the issue cannot be addressed internally,
then employees may turn to relevant public authorities.

Other legislative provisions that are related to self-re-
porting are the sincere repentance provisions regulated
under the TPC. Forinstance, the TPC regulates that if an
individual commits bribery, but then informs the autho-
rities and returns the benefit gained as a result of the
crime before the authorities become aware of the crime,
this individual shall not be penalised for bribery. There
are other sincere repentance regulations under the TPC
regarding crimes such as theft, abuse of trust, bankrup-
tcy by deception and reckless bankruptcy.

In addition to the above pieces of legislation, leniency
programmes also play an important role in case of a
possible self-reporting. The TCA established a leniency
programme that rewards undertakings for self-repor-
ting a cartel. The Regulation on Active Cooperation for
Discovery of Cartels (the Leniency Regulation) sets out
the main principles of granting immunity and leniency.
The TCA also published the Guidelines regarding the
Regulation to clarify the application of the leniency
programme. According to the Leniency Regulation, the
first undertaking to provide information and evidence
regarding a cartel agreement may be granted full immu-
nity from fines. An undertaking may apply for leniency
until the TCA finalises its final report regarding the in-
vestigation.

ii) Internal investigations

A company may conduct an internal investigation at its
own initiative. There is generally no limitation for com-
panies to initiate such internal investigations. During
an internal investigation, hard copies and electronic
documentary evidence, interview notes, expert reports
issued by forensic accounting investigators and com-
puter forensic professionals are commonly used. Alt-
hough the composition of each internal investigation
team may vary depending on the knowledge and skills
required by the type of investigation, an internal inves-
tigation team generally includes management repre-
sentatives, in-house and external lawyers, forensic ac-
counting investigators, computer forensic experts and
IT personnel. After the investigation process, the com-
pany will only be obliged to report the investigation’s
result to external bodies if the investigation is required
by the court or any other regulatory body. However, the
Capital Market Law sets forth a disclosure obligation in
case of developments that may affect capital market
instruments’ value.

In addition to the internal investigations, several insti-
tutions are also authorised to appoint their officers to
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conduct investigations on certain type of legal entities.
The Ministry of Finance is one of these authorised ins-
titutions. Accordingly, within the framework of the Law
on the Prevention of Laundering of Crime Revenues, the
Ministry of Finance may order its supervisory personnel
to investigate banks, insurance agencies, private pensi-
on agencies and capital markets services.

Another important legal issue during internal investi-
gations is the attorney-client privilege. There are se-
veral provisions under Turkish law that broadly define
related concepts on the protection of attorney-client
privilege, but there is no legal regulation that expressly
grants a legal professional privilege to attorney-client
relationships. Article 36 of the Attorneyship Law sets
forth a confidentiality obligation for any document or
information that attorneys obtain while practising their
profession and Article 130/2 of the Criminal Procedural
Law (the CPL) provides that any material that is con-
fiscated as part of a search conducted in an attorney’s
office must be returned immediately to the attorney if
the material is understood to relate to the professional
relationship between a client and that attorney. In re-
cent years, the TCA has evaluated attorney-client pri-
vilege in some of their decisions. One of the important
decisions of the TCA is known as the CNR Decision. In
this decision, the TCA underlines two main principles
of the attorney-client privilege: (1) the corresponden-
ce should be between an external counsel (i.e., not an
in-house counsel) and the relevant institution; and (2)
the purpose of this document should be establishing a
legal defence. In another decision, the TCA concluded
that a document including legal advice on how to cover
up antitrust violations would not be subject to attor-
ney-client privilege based on the justification that such
document was not related to the exercise of the defen-
ce right. Following the TCA's decision, the company fi-
led an administrative lawsuit, requesting the decision’s
cancellation. The administrative court held that this
document’s purpose was to detect antitrust violations
and to provide compliance solutions, thus concluded
that this document was related to the exercise of the
defence right and should be protected under the attor-
ney-client privilege.

In addition to internal investigations, under the Turkish
Commercial Code (the TCC), upon a shareholder’s requ-
est companies may request from commercial courts
the appointment of a special auditor to clarify certain
events or doubts. There must be an affirmative general
assembly resolution in order to request this appoint-
ment from commercial courts. If the general assembly
resolution is not affirmative, then shareholders holding
an aggregate of 10 per cent of the share capital (20 per
cent in publicly listed companies), or shareholders who-
se aggregate shares’ value is at least 1 million Turkish
lira may request the appointment of a special auditor
from the commercial court. The competent commercial
court will decide on the special audit’'s subject within
the framework of the request. The special audit’s re-
sults will be reported to the court and then to the com-
pany’s general assembly of shareholders.

iii) Whistle-blowers

Turkish Law does not provide any specific rule regarding
whistle-blowing. Nonetheless, there are rights and ob-
ligations prescribed under Turkish law that may apply
to whistle-blowing cases. One example would be Article
18(c) of the Labour Law, which specifically prohibits an
employer from terminating an employment contract on
the basis that the employee has filed a complaint or
participated in proceedings against the employer see-
king fulfilment of obligations or rights arising from the
law or the employment contract.

In addition, there are repentance provisions under the
TPC that provide serious remissions for bribery, theft,
abuse of trust and reckless bankruptcy crimes. The
whistle-blowing concept not being regulated under the
Capital Market Law is criticised in practice. Some law-
yers argue that, because whistle-blowing would address
many of the aims of corporate governance, the Capital
Market Law and its secondary legislation should include
incentives and protections for whistle-blowers.

Due to lack of specific whistle-blowing regulation in Tur-
key, companies should consider general principles of le-
gislation such as criminal, employment and data prote-
ction law when handling with whistle-blowing. Having
said that, there is no restriction on private companies
to adopt internal whistle-blowing regulations as part of
their ethics and compliance policies and procedures.

A recent study by Karamanoglu Mehmetbey University
pointed out that when employees are exposed to an act
that constitutes an ethical violation, employees who
choose to remain silent tend to be the ones with the
relatively lower levels of education. Conversely, emp-
loyees with higher levels of education tend to be more
active in whistle-blowing.

11l - ENFORCEMENT
i) Corporate liability

In principle, legal entities cannot be sentenced to im-
prisonment or a judicial fine. Only individuals can be
punished. However, security measures such as cancel-
lation of licences and confiscation of profits associated
with the crime can be imposed on companies, if the rep-
resentatives or authorised employees commit a crime
for the benefit of the company and not for their perso-
nal benefits.

In principle, the same counsel may defend both the
company and the suspected employee, unless there is a
conflict of interest between the two. In practice, howe-
ver, this is generally not advised, because in time the
relations between the company and the employee may
evolve into a conflict throughout the investigation or
because of entirely unrelated factors. Article 38 of the
Attorneyship Law regulates the conditions under which
attorneys are obliged to reject an individual or legal en-
tity’s request for representation. A conflict of interest

is one of the conditions that require an attorney’s reje-
ction. The Union of Turkish Bar Associations concluded
in one of its decisions that an attorney representing a
cooperative in a commercial lawsuit and then represen-
ting the cooperative’s chairman in a criminal lawsuit
constituted a conflict of interest, because the chairman
had allegedly committed embezzlement against the
cooperative. However, the conditions that constitute a
conflict of interest are not exhaustively listed under the
Attorneyship Law and the presence of a conflict of inte-
rest will be evaluated on a case-by-case basis.

ii) Penalties

In case of criminal proceedings because of a company’s
transaction, courts can impose security measures on le-
gal entities. The representatives, authorised bodies or
third parties who perform a task within the framework
of the company’s field of activity may also be subject to
imprisonment or a judicial fine. The TPC provides that
if a legal entity’s activities are subject to a permission
granted by a public body and if this legal entity abuses
its right arising from this permission, then the criminal
court can decide on the permission’s withdrawal. It is
also possible for the court to render a decision on the
confiscation of the property or profits associated with
the crime. There are certain conditions for the confis-
cation of a legal entity’s properties: (1) the crime must
be committed with the participation of the bodies or
representatives of the legal entity; (2) the crime must
abuse the permission granted by the public body; and
(3) the legal entity must benefit from the crime. Addi-
tionally, the imposed security measure must not have
greater consequences than the committed crime (i.e.,
the penalty must be proportional).

In addition to the penalties regulated under the TPC,
there are also administrative fine regulations under
the Law on Misdemeanours. The Law on Misdemea-
nours provides that legal entities will be subject to ad-
ministrative fines if crimes such as fraud or bribery are
committed. The amount of the administrative fine will
be between 10,000 and 2 million Turkish lira. The com-
petent criminal court will decide on the fine's amount,
considering the concrete elements of the incident (e.g.,
the amount of the bribe and the benefit obtained by the
relevant company as a result of this crime).

ili) Compliance programmes

With the exception of banks and other financial ser-
vices companies, there is no legal requirement under
Turkish law for companies to have a compliance prog-
ramme. However, the Regulation on the Programme of
Compliance with Obligations of Anti-Money Laundering
and Combating the Financing of Terrorism sets forth a
compliance programme obligation for banks and other
institutions such as capital market intermediary insti-
tutions and insurance companies. The board of direc-
tors will be responsible for the compliance programme’s
implementation.

For other companies, although there is no legal requ-
irement to adopt and implement a compliance prog-
ramme, the existence of such a compliance program-
me may affect the authorities’ decision on the penalty
amount in case of a crime committed by the company’s
employees or representatives. For this reason as well
as others, in practice Turkish companies are increasing-
ly adopting and implementing their own compliance
programmes. Any corporate compliance programme
implemented by entities conducting activities in Turkey
must adhere to Turkish laws. The National Profession
Standards of Ethics and Compliance Management Le-
vel 6 (the Standards) prepared by the Ethics and Re-
putation Society, a private sector-oriented association
which guides its members and stakeholders all over
Turkey to create their business ethics policies (TEID),
regulate the standard working environments and con-
ditions, tools and equipment to be used, measurement,
evaluation and documentation systems. The Standards
also address the roles and responsibilities of an ethi-
cs and compliance officer. Preparing ethics and comp-
liance programmes, including policies and procedures,
ensuring that the ethics and compliance programmes
are implemented and organising ethics and complian-
ce related training and awareness activities are among
the ethics and compliance officer’s responsibilities.
TEID has not only prepared the Standards but also es-
tablished certification programmes to train ethics and
compliance officers. As of today, more than 130 ethics
and compliance officers have received certificates after
attending this programme. Although the Standards are
not a legal requirement for private companies yet, et-
hics and compliance professionals believe that TEID's
efforts will increase awareness in organisations consi-
dering the heightened ethics and compliance risks par-
ticularly related to corruption, bribery and fraud.

iv) Prosecution of individuals

There is no legal requirement to terminate an employe-
e’s contract because of or upon the results of an inves-
tigation process. However, it is possible to terminate an
employee’s contract with valid or just reason, or to can-
cel a manager’s authorities, depending on the investi-
gation’s outcome. Depending on the circumstances, the
employer may also choose to terminate the employee’s
contract because of strong suspicions of wrongdoing.

Another option is for the employer to remove the rele-
vant employee from the workplace because of serious
suspicion, without terminating his or her contract or
cancelling his or her authorities, so that the employer
can carry out the investigation and gather evidence in a
more fertile environment. In such cases, what is gene-
rally known as ‘garden leave’ is implemented in practice
(i.e., removing the employee from the workplace befo-
re the internal investigation begins or for as long as it
continues). During this period, the employee continues
to receive his or her employment entitlements but does
not actively come to the workplace. The garden leave
concept is not regulated under Turkish law. Although, in
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practice, an employee on garden leave does not physi-
cally go to the workplace, in theory it would be possible
for the employee to go to the workplace as the garden
leave is not legally regulated. In the absence of legislati-
ve provisions regarding garden leave, it would be bene-
ficial to include this concept in employment contracts,
in order to avoid complications.

IV - INTERNATIONAL
i) Extraterritorial jurisdiction

The TPC provides that if a Turkish citizen commits an
offence in a foreign country that would constitute an
offence subject to a penalty of imprisonment where the
minimum limit is greater than one year under Turkish
law, a penalty under Turkish law will also be imposed,
provided that the relevant citizen has not been convic-
ted for the same offence in the foreign country as well.
Another regulation under the TPC concerns crimes com-
mitted by non-citizens. If a non-citizen commits an of-
fence to the detriment of Turkey in a foreign country,
which would constitute an offence subject to a penalty
of imprisonment where the minimum limit is greater
than one year under Turkish law, and the relevant party
isin Turkey, a penalty under Turkish law will be imposed.
Furthermore, the TPC lists offences such as torture and
intentional pollution of the environment as offences, to
which Turkish law will apply regardless of where these
crimes are committed and regardless of the offender’s
citizenship.

In addition to the above, the TPC has provisions with
extra-territorial effect regarding the crime of bribery.

Accordingly, if: (1) public officials who have been appo-
inted or elected in a foreign country; (2) officials working
in international or foreign state courts; (3) members of
international parliaments, individuals who perform a
public duty for a foreign country; (4) citizens or foreign
arbitrators who are appointed for a dispute resolution;
and (5) officials or representatives of international or-
ganisations which have been established by interna-
tional agreements commit the bribery crime, they will
punished according to the TPC.

ii) International cooperation

Turkey is keen to cooperate with other countries in
areas that require international collaboration. A good
example is the Convention on Combating Bribery of Fo-
reign Public Officials in International Business Transa-
ctions. Turkey is party to this convention along with 32
other countries. The extra-territorial effect of the crime
of bribery as regulated under the TPC is one of the suc-
cessful implementations of this convention in Turkish
legislation.

In addition to the aforementioned convention, Turkey
has signed and ratified several conventions and mutu-
al treaties with several countries regarding extradition.
One of these treaties is the Third Additional Protocol
to the European Convention on Extradition, signed by
more than 30 countries. Turkey also has bilateral ext-
radition treaties with the USA, Algeria, Morocco, Iraq,
Iran, Kazakhstan, Kuwait, Turkish Republic of Northern
Cyprus, Libya, Lebanon, Egypt, Mongolia, Uzbekistan,
Pakistan, Syria, Tajikistan, Tunisia and Jordan.

iii) Local law considerations

Under Article 90 of the Constitution, duly ratified in-
ternational agreements have the force of law. In this
respect, if a bilateral or international treaty is in force,
the provisions of that treaty become domestic law. In
internal investigations, one significant concern is the
use and maintenance of private data. Treaties general-
ly have specific provisions on how to handle privileged
information or private data, but in some cases, Turkey
may reserve the right to request the relevant authori-
ties’ (e.g., the BRSA, Personal Data Protection Agency)
consent prior to sharing any sensitive data.

In large-scale investigations involving several jurisdic-
tions, investigations are generally carried out locally in
accordance with Turkish law and regulations. Excepti-
ons may apply in cases involving national security or
relating to Turkey’s diplomatic relations, in which case
different rules may be applicable. In addition, should it
prove necessary for the public prosecutor to obtain evi-
dence abroad, he or she may request support from other
countries’ authorities in accordance with the relevant
multinational or bilateral treaty.

V- YEAR IN REVIEW

Criminal investigations are conducted in a confidential
manner in Turkey. For this reason, there is no publicly
available official information on the details of recent
criminal investigations. However, most practitioners
would probably agree that in the last few years Turkey
has seen significant improvements in the implementa-
tion of white-collar crime related penalties. In the past,
Turkish courts were more reluctant to impose criminal
penalties for many white-collar crimes, as they general-
ly adopted the approach that commercial losses should
be dealt with as commercial disputes and not criminal.
This approach has been changing, thanks to several fa-
ctors including the fact that prosecutors have become
more inclined to indicting individuals for these crimes
instead of categorically dismissing complaints for being
‘of a commercial nature’

While prosecutors and courts are less reluctant to apply
the TPC and penalise white-collar crimes in the private
sector, unfortunately Turkey’s implementation of an-
ti-corruption and anti-bribery laws in the public sector
are not among the country’s strengths. In February
2020, Transparency International released its annu-
al Corruption Perception Index. This year, with a score
of 39, Turkey has dropped to the 91st place out of 180
countries. Compared to last year, Turkey dropped 13 pla-
ces after losing two points.

Although there are efforts in recent years to bolster Tur-
key's response to corruption, there continue to be sig-
nificant challenges in implementing the range of laws
intended to combat economic crime and corporate mis-
conduct. Surveys indicate that establishing an effective
whistle-blowing structure and implementing it properly
are frequently among the biggest challenges for priva-
te companies in Turkey. This is mainly because of: (1)

the corporate cultural and Turkish cultural perspectives
having significant impact on responses of employees
toward witnessed wrongdoings; (2) inherent difficulties
in structuring objective and independent reporting ro-
les and responsibilities with good governance; and (3)
difficulties in managing the reported wrongdoings. In
addition, the lack of whistle-blower laws designed to
encourage individuals to raise concerns of misconduct
or wrongdoing does not leverage efforts to foster whist-
le-blowing culture in private companies.

In investigations conducted in recent years, it is gene-
rally seen that clear, accurate and unbiased reports pre-
pared by forensic accounting professionals and digital
forensic experts have become more critical in the results
of court cases. There is an increasing trend that the-
se reports become extremely crucial elements in legal
procedures, as they provide properly and legally obtai-
ned documentary evidence and interview notes derived
from interviews with witnesses. Prosecutors generally
take these reports seriously and more often than not
they base their indictments on the findings highlighted
in these reports.

VI - CONCLUSIONS AND OUTLOOK

The developing international regulatory environment
and extraterritorial anti-bribery laws such as the FCPA,
UK Bribery Act and Sapin Il have had significant impa-
ct on Turkish companies’ internal investigation policies
and procedures. Increasing enforcement in several juris-
dictions and particularly of the FCPA in the United Sta-
tes has resulted in increased risks of criminal and civil
penalties for individuals and companies, who in Turkey
are increasingly more aware of the possible consequen-
ces of these risks. This awareness has caused corpora-
te scrutiny focusing on compliance issues, particularly
compliance with local legal obligations as well as ext-
raterritorial laws. With the OECD Corporate Governance
Principles and Corporate Governance Principles announ-
ced by Capital Markets Board of Turkey, Turkish compa-
nies have been encouraged to establish and ensure the
effectiveness of compliance programmes to comply
with applicable laws, regulations and standards.

Despite the lack of any regulation imposing a coope-
ration obligation on companies during an investigati-
on, awareness regarding the importance of preventing
of white-collar crimes has been increasing day by day.
Non-governmental organisations such as TEID and the
Corporate Governance Association of Turkey as well as
international institutions such as Transparency Interna-
tional have played significant roles in raising awareness
on these matters. These institutions have been con-
tinuously organising workshops and conferences and
have even published comprehensive guides on how to
conduct internal investigations to prevent, detect and
take action on wrongdoings.

Reference is made to https://thelawreviews.co.uk/edition/the-in-
ternational-investigations-review-edition-10/1229403/turkey for fo-
otnotes.
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FiIKRET SEBILCiOGLU DELIVERS
BUSINESS ETHICS COURSE AT
0zYEGiIN UNIVERSITY FOR
FALL 2020 TERM

Fikret Sebilcioglu, Managing Partner of Cerebra CPAs
& Advisors, will deliver a course on Business Ethics &
Corporate Social Responsibility designed for an eight-
week period module to the Executive MBA students at
Ozyegin University during the Fall term 2020.

The course is designed to provide a framework of the
relationship between ethics and business with a focus
on ethical business practices and to identify, analyse,
and resolve ethical issues in business decision making.
While analysing ethical responsibilities of corporations
and their executives, the impact on all stakeholders in-
cluding the society is considered in a wider perspective.

2020 INTERNATIONAL FRAUD
AWARENESS WEEK

International Fraud Awareness Week organised by As-
sociation of Certified Fraud Examiners will be celebrated
globally between 15-21 November 2020. Fraud Aware-
ness Week is the perfect time to go a step further in your
role as an anti-fraud professional and to start discus-
sions amongst peers, co-workers, executives and stake-
holders in your community about how important fraud
prevention is to society as a whole.

We are honoured that Cerebra CPAs & Advisors has been
the official supporting organization of the International
Fraud Awareness Week for the fifth years in a row. Cerebra
is committed to fight fraud by minimising its impact via
promoting anti-fraud awareness and education. Cerebra
will take the initiative to raise fraud awareness during the
week by organizing activities and posting on social me-
dia using informative images with the tag #fraudweek to
demonstrate its zero tolerance to fraud policy.

Be a part of the fight against fraud and use Fraud Aware-
ness \Week as an opportunity to prevent fraud.

20..
X puNIVERSAR) 4
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FiKRET SEBILCIOGLU 2020
GUZ DONEMINDE 6zYEGIN

Eovn

UNIVERSITESI’NDE i$ ETiGi
DERSI VERIYOR

Cerebra CPAs & Advisors Yonetici Ortag Fikret Sebil-
cioglu, Ozyegin Universitesi'nde Executive MBA 68-
rencilerine 2020 giiz doneminde sekiz hafta siiren bir
modiil ile is Etigi & Kurumsal Sosyal Sorumluluk dersi
veriyor.

Ders programi, etik ve is diinyasi arasindaki iliskiyi etik
is uygulamalarina odaklanarak anlamak ve is kararlarin-
da etik sorunlari tanimlamak, analiz etmek ve ¢6zmek
noktasinda bir cerceve saglamak amaciyla tasarlandi.
Egitimde, kurumlann ve yéneticilerinin etik sorumlu-
luklari analiz edilirken, daha genis bir perspektiften ko-
nunun toplumda dahil tim paydaslar tizerindeki etkisi
de g6z 6niinde bulundurulacak.

2020 ULUSLARARASI SUISTIMAL
FARKINDALIK HAFTASI

Association of Certified Fraud Examiners tarafindan
diizenlenen Suistimal Farkindalik Haftasi 15-21 Kasim
2020 tarihleri arasinda tim dinyada kutlanacak. Bu
hafta suistimalle miicadelede eden profesyonellerin bir
adim daha ileri giderek meslektaslari, is arkadaslar, yo-
neticileri ve paydaslanyla suistimalin dnlenmesinin bir
bitiin olarak toplumicin ne kadar dnemli oldugu hakkin-
da tartismalar basglatmasi icin miilkemmel bir zamandir.

Cerebra CPAs & Advisors olarak, bes yildir Suistimal
Farkindalik Haftasi’'nin resmi destekgisi olmaktan onur
duyuyoruz. Farkindahk ve egitim yoluyla istismarin et-
kilerini en aza indirerek istismarla miicadele konusun-
da kararli olan Cerebra, istismar farkindahgini artirmak
ve istismara karsi sifir tolerans politikasini géstermek
amaciyla hafta boyunca etkinlikler organize edecek ve
sosyal medyada #fraudweek etiketiyle bilgilendirici
gorseller yayinlayacaktir.

Siz de suistimalle miicadelenin bir parcasi olabilir ve Su-
istimal Farkindalik Haftasini suistimali 6nlemek icin bir
firsat olarak degerlendirebilirsiniz.

This page is prepared only in English

IN THE SPOTLIGHT

Alexion Pharmaceuticals pays SEC $21.4
million to resolve FCPA offenses

2 July 2020 - Connecticut-based Alexion Pharmaceu-
ticals, Inc. agreed to pay $21.4 million to resolve SEC
charges that the company violated the FCPA by bribing
foreign officials in Turkey and Russia, and failing to ma-
intain accurate books and records at subsidiaries in Bra-
zil and Colombia.

The SEC charged Alexion Thursday with violating the
FCPA's books and records and internal controls provisi-
ons. Without admitting or denying the SEC’s findings,
Alexion agreed to pay a $3.5 million penalty, plus $14.2
million in disgorgement and about $3.8 million in preju-
dgment interest.

The investigation started in 2015, according to the com-
pany'’s earlier SEC filings. In Turkey and Russia, Alexion
paid government officials and doctors at state-connec-
ted hospitals to promote use of its blood-disease drug,
Soliris. Alexion retained a consultant in Turkey from
2010 to 2015 with ties to health officials. Alexion Tur-
key paid the consultant over $1.3 million for “consulting
fees and purported expense reimbursements,” the SEC
said. Alexion employees in Turkey “received limited tra-
ining regarding anti-bribery compliance,” according to
the the SEC order.

The bribery resulted in Alexion being “unjustly enric-
hed” by about $6.6 million in Turkey and $7.5 million in
Russia, the SEC said.

Source: The FCPA Blog

Novartis pays $346.7 million to resolve
widespread FCPA offenses

25 June 2020 - The SEC charged Novartis AG with viola-
ting the FCPA's books and records and internal controls
provisions. Novartis AG (June 25, 2020) and two subsidi-
aries (one current and one former) paid the DOJ and SEC
$346.7 million in penalties and disgorgement to resolve
FCPA offenses in Greece, Vietnam, and South Korea.

Novartis Hellas S.A.C.I. paid a criminal penalty of $225
million and entered a three-year deferred prosecution
agreement with the DOJ. Former Novartis subsidiary Al-
con Pte Ltd. separately paid a criminal penalty of $8.9
million and also entered into a DPA. The Swiss pharma
agreed to disgorge $92.3 million plus prejudgment inte-
rest of $20.5 million. Novartis made over $92.3 million
in profits from improper conduct in Greece, Vietnam
and South Korea, the SEC said.

Source: The FCPA Blog

Johnson & Johnson discloses new FCPA inves-
tigation

27 July 2020 - Consumer health giant Johnson & John-
son said on 24 July 2020 it is “responding to inquiries”
from the DOJ and SEC about the Foreign Corrupt Prac-
tices Act. Johnson & Johnson said the Public Prosecuti-
on Service in Rio de Janeiro started an investigation in
2018 that involves both antitrust issues and allegations
of “possible improper payments in the medical device
industry.”

Johnson & Johnson said Brazil authorities inspected the
offices of more than 30 companies, including its subsi-
diary, Johnson & Johnson do Brasil Inddstria e Comércio
de Produtos para Saude Ltda. In 2011, Johnson & John-
son paid more than $70 million to resolve criminal and
civil FCPA offenses.

Source: The FCPA Blog

Herbalife pays $123 million to resolve China
FCPA offenses

28 August 2020 - Herbalife Nutrition Ltd. agreed on 28
August 2020 to pay the DOJ and SEC $123 million in pe-
nalties and disgorgement to resolve FCPA offenses in
China.

In an internal administrative order, the SEC charged
Herbalife with violating the FCPA’s books and records
and internal controls provisions. The U.S.-headquarte-
red nutrition company agreed to disgorge $58.7 million
plus prejudgment interest of $8.6 million.

In the DOJ enforcement action, Herbalife paid a criminal
penalty of $55.7 million and entered a three-year defer-
red prosecution agreement.

Between 2007 and 2016, Herbalife and wholly-owned
subsidiaries in China (Herbalife China) conspired with
others to falsify its books and records and provide cor-
rupt payments and benefits to Chinese government of-
ficials, the DOJ said.

According to the SEC, Herbalife China submitted an
application in 2006 to the Chinese government for its
first direct selling license, which was ultimately gran-
ted for two cities in one province. To facilitate licensing
approval, Herbalife China provided improper benefits,
including payments, to government officials employed
by the agency responsible for awarding direct selling li-
censes in China. The transactions were falsely recorded
and booked, the SEC said.

Source: The FCPA Blog
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ABOUT CEREBRA
& CONTACTS

Cerebra CPAs & Advisors is an independent accounting
and advisory firm based in istanbul, Turkey, established
in 2009 that provides solutions in the areas of risks,
business process and internal control system, internal
audit, accounting compliance & reporting, anti-fraud
and ethics and compliance.

Combining years of international expertise with in-
depth Turkish experience and knowledge, Cerebra
serves clients from all over the world. Our clients are
mostly foreign firms that are investing or already oper-
ating in Turkey. We also work closely with internation-
al & local law firms, investment banks, advisory firms,
private equity funds and non-governmental organiza-
tions.

Seda Bayraktar

Partner

CEREBRA HAKKINDA

& ILETISIM

2009 yilinda faaliyetlerine baslayan Cerebra CPAs & Ad-
visors, muhasebe ve danismanlik alanlarinda hizmet
sunan bagimsiz bir firmadir. Cerebra, risk, is sirecleri
ve i¢ kontrol sistemi, ic denetim, muhasebe ve mali is-

ler, suistimal ile miicadele ve etik ve uyum alanlarinda
miisterilerine ¢6ziimler sunmaktadir.

Cerebra, uluslararasi uzmanhk, yerel tecriibe ve sahip
oldugu bilgiyi kullanarak diinyanin bircok Glkesinden
gelerek Tirkiye'de yatinm yapmis veya yatinm yapma-
yi planlayan uluslararasi sirketlere profesyonel destek
vermektedir. Cerebra ayrica uluslararasi ve yerel hukuk
birolari, yatinm bankalari, danismanlik firmalari ve si-
vil toplum orgiitleri ile yakin calismaktadir.

Accounting Compliance & Reporting Services

She has more than 20 years of experience in accounting & finance
management, financial statement audits, set-up of accounting
& finance function of start-ups, mainly the subsidiaries of multina-

tionals in Turkey. Seda has a wide range of experience in the fields of
IFRS, US GAAP, consolidation and internal controls. Prior to Cerebra,
Seda worked for BDO, PwC and Clear Channel. She is a Certified Public
Accountant.

sedabayraktar@cerebra.com.tr

Fikret Sebilcioglu
Managing Partner
Internal Controls, Internal Audit & Fraud Investigation Services

He has more than 25 years of experience managing accounting, finan-
cial statement audit, financial reporting, internal controls, internal
audit, forensic audits and compliance initiatives. Prior to Cerebra,
Fikret worked with PwC for 15 years from 1993 to 2008, both in istan-
bul, Turkey and Rotterdam, The Netherlands. He is a Certified Fraud
Examiner, Certified Public Accountant, TRACE Anti-Bribery Specialist
and Registered Independent Auditor.

fikretsebilcioglu@cerebra.com.tr
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